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PROTECTION OF DEFENSE COMMUNICATIONS 


TUESDAY, APRIL 19, 1960 


U.S. SenaTE, 
SUBCOMMITTEE TO INVESTIGATE THE 
APMINISTRATION OF THE INTERNAL Security Act 
AND Oruer INTERNAL Security Laws, 
OF THE COMMITTEE ON THE JUDICIARY, 
Washington, D.C. 

The subcommittee met, pursuant to call, at 10:30 a.m., in room 
2300, New Senate Office Building, Senator Olin D. Johnston presiding. 

Present : Senators Johnston and Hruska. 

Also present : J. G. Sourwine, chief counsel; Benjamin Mandel, di- 
rector of research; and Frank W. Schroeder, chief investigator. 

Senator Jonnston. Raise your right hand and be sworn, please. 

Do you swear that the evidence you give before this subcommittee 
of the Judiciary Committee of the Senate will be the truth, the whole 
truth and nothing but the truth, so help you God ? 

General Duptantis. I do. 

Mr. Sourwine. Are you Brig. Gen. Wendell H. Duplantis, U.S. 
Marine Corps, retired ? 


TESTIMONY OF BRIG. GEN. WENDELL H. DUPLANTIS, U.S. MARINE 
CORPS (RETIRED) 


General Dupiantis. Yes. 

Mr. Sourwine. What is your present occupation ? 

yeneral Duptantis. I am Deputy Assistant Director of Communi- 
cations and Warning in the Office of Civil and Defense Mobization, 
Battle Creek, Mich. 

Mr. Sourwine. How is OCDM concerned with telecommunications ? 

General Durtantis. OCDM is directly and vitally concerned with 
the national telecommunication problem. 

The President has been granted broad war emergency powers in 
this field by the Congress. I refer specifically to sections 305(a), 
606(a), (c), (d), of the Communications Act of 1934, as amended. 

he President has, in turn, delegated some of these powers to the 
Director of OCDM in Executive Order 10460 of June 16, 1953, as 
amended, and Executive Order 10705 of April 17, 1957, as amended. 

Certain other related authorities are vested in the Director, OCDM 
by the National Security Act of 1947, as amended, and the Defense 
Production Act of 1950, as amended. 

These authorities vest in the Director of OCDM the responsibility 
for the allocation of radio frequencies, international telecommunica- 
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2 PROTECTION OF DEFENSE COMMUNICATIONS 


tion services, and domestic telecommunication services when a state 
of war has been proclaimed by the President. 

The Director of OCDM has promulgated Defense Mobilization 
Order I[X-4 setting forth the general outline of how these functions 
will be exercised in the time of war. The essence of this order has been 
incorporated in annex 15, “Communications,” to the national plan for 
civil defense and defense mobilization. 

Further, the Director of OCDM, by the Civil Defense Act, section 
201(c), is charged with— 
making appropriate provision for necessary civil defense communications and for 
dissemination of warnings of enemy attacks to the civilian population. 

From this, it may be seen that the Office of Civil and Defense Mobi- 
lization is directly responsible for carrying out the war emergency 
powers of the President in the field of telecommunications and for 
providing communications for civil defense. 

The willful destruction, impairment, or damage to the Nation’s 
communication facilities just prior to or during a war would serve to 
weaken or impair the total communication capability and would be 
detrimental to the national security interests, both from the military 
and nonmilitary readiness aspect. 

Not only is OCDM concerned with this problem from the broader 
viewpoint of allocations and priorities, it is a user of systems leased 
from the common carriers. 

OCDM is a user of commercial facilities on a day-to-day basis. In 
addition, we use various private line systems, the national warning 
system (NAWAS), the net works connecting the various stations in the 
conelrad system and the Federal civilian agency communication 
systems will have both day-to-day and emergency uses. 

Senator Jounston. Can you give the committee more details about 
some of these systems / 

General Duptantis. Yes, I can. Although one existence of these 
systems is not restricted information, the committee will appreciate 
my desire not to give the most minute details about all of our systems 
and plans. So far as I know, full information and detailed maps 
concerning all of our systems have not been collected in one place for 
general public dissemination. 

Would the committee, therefore, prefer to hear this part of my 
presentation in a closed session ? 

Mr. Sourwine. General, this is an executive session of the com- 
mittee. However, if you have material which you do not want to go 
into the record even in this executive session, I am sure the chairman 
would be willing that you should go off the record to tell us that. 

Senator JoHnston. Yes, certainly. 

Off the record. 

( Discussion off the record. ) 

Mr. Sourwrne. Back on the record. 

What is the purpose of the Federal civil agencies communications 
system ¢ 

General Duptantis. The Federal civil agencies communications 
system (FCACS) is designed to serve the normal day-to-day and 
national emergency needs of the various civil agencies and departments 
for nationwide communications, thereby eliminating primary reliance 
on normal long-distance facilities. 
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PROTECTION OF DEFENSE COMMUNICATIONS 3 


In the second quarter of 1959, the Office of Civil and Defense Mobi- 
lization was directed by Executive order of the President to implement 
a study for an integrated private communications network which 
would serve all nonmilitary Federal agencies. 

If I may, sir, in the copy of the testimony that I have given you, the 
Executive order would indicate it is a normal Executive order and 
it should not be so considered. It was an instruction of the President 
and not a published Executive order to accomplish this task. 

Mr. Sourwine. It is not a numbered Executive order. 

General Duptantis. That is correct. 

In the fourth quarter of 1959, Mr. Hoegh * and his staff presented 
a detailed communications proposal to the President and the General 
Services Administration is bane directed to implement the system as 
quickly as possible. 

Briefly, the network envisions 31 switching centers serving 2,300 
Federal offices and relocation sites in approximately 275 cities. The 
network will include clear voice, encrypted voice, facsimile, data, and 
telety pewriter services. 

Since this system serves most of the Nation’s civil agency relocation 
sites, it must be capable of sustained operation during a national 
emergency. 

For this reason, the primary and secondary switching centers will 
be located outside target areas. Primary and secondary switching 
centers will have multiple, bypass, and alternate circuit routing to 
avoid critical target areas. 

Since most of the switching centers are normally unattended, it is 
not considered necessary to provide protection from fallout. 

The Bell System is working with the OCDM to determine what is 
required and what can be done to protect from fallout, key buildings 
that must be attended. The progress of this program will have a 
bearing on the final selection of switching centers. 

It is expected that this system could be implemented from 24 to 30 
months after an order is placed. In any event, it is not anticipated 
that the system will be in service before mid-1962. 

Mr. Sourwine. How will this system be operated, General ? 

General DurLantis. It will be operated in a manner similar to that 
followed by any other national network such as may be used by large 
industrial or commercial concerns. 

The telephone industry will own and maintain almost 100 percent 
of the circuits and equipment. All phases of its operation will be the 
responsibility of commercial carriers except that the Government will 
supply switchboard operators where necessary, directories of numbers 
to be reached, and internal instructions as to the use to be made of the 
system by Government agencies. 

Mr. Sourwine. What is the conelrad system ? 

General Dup.iantis. The Department of Defense has a military 
requirement of denying navigational aid to the enemy in an emergency. 

ursuant to the authority vested in the President by section 606(c) 
of the Communication Act, as amended, there was issued Executive 
Order 10312 dated December 10, 1951, which delegated to the Federal 
Communications Commission the responsibility for preparing plans 


1Leo A. Hoegh, Director Office of Civil and Defense Mobilization; Chairman Civil 
Defense Advisory Council ; member, National Security Council. 
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for controlling the broadcast industry and all other nongovernment 
devices ialde of emitting electromagnetic radiations within certain 
frequency ranges. 

In effecting this control, due consideration for civil defense require- 
ments was stipulated and FCC’s plans for carrying out its function 
must be concurred in by the Department of Defense and by the Office 
of Civil and Defense Mobilization. 

Plans have been prepared which do deny navigational aid to the 
enemy while oe the dissemination of emergency information 
to the public for civil defense purposes. 

The conelrad plan requires the use of normal commercial local and 
long-distance facilities and commercial radio broadcast stations. 

Mr. Sourwine. Pardon me, General. When you say “local and 
long-distance facilities” you mean local and long-distance telephone 
facilities? 

General Dupiantis. That is correct. 

Although it is not necessary to go into full details of the plan, it is 
sufficient to outline that in the event of an emergency alert, certain key 
radio stations are notified of the alert and these stations, in turn, 
notify still other stations by both local and long-distance calls. 

These local and long-distance lines are provided by telephone com- 
panies. Their cost and the cost of calls clioel over them are paid by 
the various radio stations under tariffs approved by Federal and State 
utility commissions. 

In addition, the broadcast stations are connected by Bell System’s 
circuits in the four major networks. These circuits are necessary to 
the functioning of the system. 

If these circuits or the switching centers through which they pass 
are damaged or destroyed, the only present means of furnishing 
emergency information to the public is impaired. 

Mr. Sourwine. General, at that point is this a fair paraphrase or 
restatement of what you said, that because of their importance to the 
conelrad system, the leased lines which the broadcasting companies 
use in their ordinary business have a definite defense value and should 
have the same security that some of these other leased and partially 
used lines that you speak of should have ? 

General Dupiantis. Very definitely. 

Mr. Sourwine. Go ahead. 

General Dupiantis. Without these lines, you would have a series 
of isolated stations that could not be furnished information from the 
national level. 

Therefore, national programing would be very difficult, if not im- 
possible. 

Senator JoHnston. Senator Hruska, glad to have you with us. 

Senator Hruska. Thank you, Mr. Chairman. I am sorry I am late. 

Mr. Sourwine. Are commercial communications facilities used in 
your national warning system ¢ 

General Duptantis. Yes. The OCDM national warning system 
(NAWAS) is a voice network consisting of 1 control circuit, 5 area 
circuits, and 45 State circuits. 

These circuits have the capability of being switched together, 
thereby connecting approximately 376 locations for simultaneous dis- 
semination of warning from a common source. 
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This warning information is primarily of a preattack nature to 
warn the civilian population, however, it will be used postattack 
insofar as we are able to warn of succeeding attacks. 

In addition to the 376 locations which are being paid for wholly 
by the Federal Government, we have an additional 80 locations on the 
network as extension service. These locations are being paid for by 19 
State, county, and city civil defense organizations. 

This network consists of approximately 40,000 miles. 

Senator Jounstron. Are those radio stations? 

General DupLantis. No; they are warning points as we designate 
them, sir, and consist of a hand set and loudspeaker, usually in 
either the State police or county sheriff's office. We then pass warn- 
ing from our warning center. These people at the warning points 
receive the warning and then use either radio or telephone to fan it 
out. below. 

Senator Jounston. In other words, at one time you are distributing 
to 376 locations. 

General Durtantis. That is correct, sir. 

Senator Jounston. They, in turn, distribute it throughout the 
country ¢ 

General Duptantis. That is correct, sir. This network as I said, 
consists of approximately 40,000 miles. 

Mr. Sourwitne. Has OCDM made any provision for postattack com- 
munications ¢ 

General Durtantis. Yes. The national communication system is 
the OCDM’s primary means of postattack communications and was 
designed especially to meet civil defense requirements for speed, flexi- 
bility and continuity of servicing following attack upon the country. 

The national communications system No. 1, which we designate 
NACOM No. 1, is a landline network leased from the Bell System and 
is arranged for alternate telephone-teletypewriter type transmission 
on an “engineered military circuit” (EMC) basis. 

Engineered military circuits (EMC) are utilized throughout the 
comieia network which covers the geographical area of the country 
from operational and national headquarters to eight OCDM regional 
areas, and from these regional offices to each State civil defense office. 

Station equipment at these locations is furnished on a full-time 
basis and would be utilized during either an attack or disaster by 
activating the EMC circuits. 

These EMC circuits are made up of telephone company toll message 
services normally used on a day-to-day basis for long-distance service. 

During either of the two above critical periods, the traffic circuits 
would be seized and the NACOM services established. 

This system consisting of approximately 25,000 miles will be used 
primarily for teletypewriter information concerning bomb drops, size 
of blast, casualties, supplies and water available, critical supplies 
needed, and all other elements incidental to command and control. 

This information will then be collected and summaries dispatched 
throughout the United States. 

In addition to this network, two additional EMC alternate net- 
works, consisting of 13,000 miles of circuits are available if OCDM’s 
operational or national headquarters should be destroyed. 

54438 O—60-——_2 
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Mr. Sourwine. What is an engineered military circuit, General ? 

General Duptantis. It is a most economical type of service that 
we can obtain and still have the facility that we require. 

The fact, as stated in this description, that it is called up when it is 
needed, gives it its title. It isan engineered circuit. You pay for the 
installation charge, pay a small monthly charge for the terminal 
equipment. You don’t actually pay for the circuits until you need 
them. You call them up—it’s all carefully arranged so that this is in 
action in about 35 minutes, and then you begin to pay. 

So we have the capability and the capacity of an excellent system 
at the least cost possible. 

Mr. Sourwtne. This means, then, that you have circuits in being 
which are not used by the Government and yet which, for the protec- 
tion of the Government, for the security of your program, need to be 
protected ? 

General Dup.tantis. Very definitely. 

Mr. Sourwine. Has OCDM ever taken a position on whether or 
not there are adequate Federal laws to protect not only the commu- 
nication systems currently being used but also those which it sched- 
ules to use in the event of an emergency ? 

General Dupiantis. Yes. In a letter to the House Judiciary Com- 
mittee dated April 4, 1960, the OCDM pointed out that current law 
(18 U.S.C. 1362) is not adequate. 

From what I have said here today, it is apparent that few, if any, 
of our systems are operated or controlled by the United States. Rath- 
er, these networks are owned by commercial carriers and are under 
their complete supervision. They decide which of alternate cables 
or microwave facilities will carry out circuits. They replace damaged 
or defective equipment and otherwise repair and maintain the 
facilities. 

Certainly, it cannot be argued that our standby facilities are under 
Government control prior to the time they are activated. 

While we might be said to control these facilities when actually in 
use, or when they are being held idle for us, it seems clear to me that 
they are not under our control if they are being used for normal com- 
mercial traffic, subject to our requirement for them in the event of 
an emergency. 

Mr. Sourwine. Do I correctly apprehend your meaning, General, 
that you find no fault—the Agency finds no fault with the substan- 
tive provisions of the existing law respecting protection of those 
lines which, by its terms, are included under the provisions of the law, 
but that you do find there fault with the definition of the lines which 
are so included and that that fault is that it does not adequately cover 
the lines which you feel need tobe protected ? 

General DupLantis. That is exactly correct, sir. 

Mr. Sourwine. Would willful damage to these many systems be 
detrimental to the national security ? 

General DupLantis. Yes,sir. Of course, the seriousness of harm to 
the Nation’s defense would depend to a certain extent upon the extent 
of the damage. 

On the other hand, from my knowledge of the systems, I could out- 
line a type of willful damage that would be only slight, yet it would 
seriously handicap the OCDM. 
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I trust that it will suffice to say that willful or malicious damage 
could isolate from the OCDM networks an entire city or even a State 
and thereby cause the use of substitute facilities whieh might seriously 
handicap immediate implementation of OCDM programs for civilian 
defense. 

A future enemy would like nothing better, for example, than to 
disrupt our warning system just prior to attack. Many lives could be 
lost that otherwise might be saved. 

In conclusion, I would like to give a brief explanation that might 
be helpful. In leasing communications from the carriers for our 
purposes, one does not rent a wire or series of wires from point A to 
point B which is marked with that agency’s name. 

You lease a service of a certain type. The routing used by the car- 
riers may change from day to day or even from minute to minute due 
to the numerous rerouting capabilities of the carriers. This rerouting 
is done to maintain constant service during circuit outages and to 
equalize loads upon the system. 

To illustrate, the destruction of switching centers near Des Moines, 
Iowa, could impair the communication services that would otherwise 
be available between St. Louis and Kansas City, Mo. 

In the sense that in times of emergency, the entire system is at the 
disposal of the Federal Government, it is impossible to define what 
is “operated by the United States.” 

The Federal Government does allocate and determine priorities of 
service and tosome degree, restoration. 

In this context, the entire system is controlled by the United States 
and any malicious damage should be so considered. 

Mr. Sourwine. General, to help make that point clear, during the 
past war I had occasion to make a long distance call, a high priority 
call from Washington to Seattle and the circuits were busy and when 
the priority was given, they patched me up a circuit through Atlanta 
and Minneapolis to Seattle. 

Is this the kind of thing you have in mind that would be done in 
order to keep your circuits open by shifting the routings even perhaps 
that much or perhaps even more? 

General DupLantis. This is done automatically every day, all day 
ong. 

There are large machines that search for a good circuit and should 
you be talking on a long-distance call across the country and have a 
circuit outage on a circuit, the machine will automatically seek a line 
that is hot and patch you through on this line and it may go by a 
completely different. route iimnal the United States. 

It would not follow the shortest possible route. This is done by 
microsegments. The capability of passing a message from one coast 


to another is actually weighed by the capability of the entire Bell 
System. 


Mr. Sourwine. Go ahead, General. 

General Duptantis. That is all I had, sir, with the exception of one 
more paragraph of the prepared testimony. 

In closing, I wish to state that the common carriers have spent hun- 
dreds of millions of dollars in order to insure continuity of service in 
emergencies. 

The Federal Government has encouraged this effort by briefings, 
joint staff discussions and conferences. Of course, they are in business 
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and wish to continue so after an attack. One could argue that to 
them it’s just good business. 

My personal experience in working with their staffs on a daily basis 
is that the effort nae are exerting to insure that Federal services con- 
tinue without interruption goes far beyond a business proposition. 

There is a real patriotic endeavor to contribute their utmost to the 
total defense effort. 

If I may, sir, I would like to go off the record to extend those 
remarks. 

(Discussion off the record.) 

Mr. Sourwine. Back on the record. 

General, your reference to the inadequacy of the present law, being 
section 1362 of title 18, had reference, I take it, to the words “operated 
or controlled by the United States” which are the words that define 
the area of protection given by that section of the law. 

General DupLantis. That 1s correct. 

Mr. Sourwine. You are not a lawyer, are you, General ? 

General Dupiantis. A sea lawyer, sir. I am not a legal lawyer. 

Mr. Sourwtne. Do you know, sir, whether your agency has given 
thought to the precise language which should be substituted in order to 
give the desired coverage and the desired protection ¢ 

General Duptantis. From the information that I have, as of today, 
such language has not been prepared by the agency. 

Mr. Sourwine. Are you familiar with House bill 8138? 

General DupLantis. Yes, sir, I have that. 

Mr. Sourwtne. This would substitute for the words “operated or 
controlled by the United States,” the words, “used or useful to the 
military or civil defense functions of the United States.” 

General Dup.Lantis. Yes, sir. 

Mr. Sourwine. Do you know whether that language is considered 
adequate ¢ 

General Durvantis. Sir, may I speak as a communications man 
now, and not as a lawyer ? 

Mr. Sourwine. Y es, of course. 

General Duptantis. In the way that I have described this system 
and how it works, the language as proposed could be interpreted to 
extend to the entire communications systems of the common carrier. 

Mr. Sourwine. This is not desired, not necessary ? 

General Dup.antis. I believe it is necessary, sir. 

Mr. Sourwine. You believe it is? 

General Dupiantis. I believe it is. 

Mr. Sourwine. Have you given consideration to the language used 
or intended to be used for military or civil defense functions of the 
United States? 

General Dup.tantis. Again, from the communications standpoint, 
we could only indicate what would be intended to be used if we knew 
how heavy the attack would be and what our requirements of seizure 
would be. 

This, of course, is very nebulous, but we can say that since our com- 
munications capability actually is measured by the capability of the 
common carrier, we can say that we have a requirement for all of it. 
A damage to a switching center such as one of the large ones near 
Chicago could damage the communications that we would have a re- 
quirement for. 
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Mr. Sourwine. Well, you have your plans to cover all possibilities, 
don’t you, all those that you can foresee? 

General DurLantis. Only in terms of a general plan such as a list- 
ing of specific circuits which we would need, know we do not have. 
It would be impossible to do. 

Mr. SourwineE. You do not have? 

General Duptantis. Do not have. 

Mr. Sourwine. From that standpoint then, the words “used or use- 
ful” would seem preferable to the words “used or intended to be used.” 

General Duptantis. Definitely. 

Mr. Sourwine. You do not think that is useful; it is too broad ¢ 

General Duptantis. It is very broad and in my opinion it should be 
broad. 

Mr. Sourwine. You think it is necessary ¢ 

General Dup.antis. Very definitely. 

Mr. Sovrwine. Is there anything you think that the committee 
should know, sir, that you would like to tell us off the record? 

General Dur.antis. Perhaps I could list one or two, off the record, 
if I may. 

Senator Jounston. Off the record. 

(Discussion off the record.) 

Mr. Sourwine. Back on the record. 

General Duptantis. For purposes of the record, communications 
constitute a most desirable target for sabotage, and any efforts by 
Federal law that could be taken which would make this more difficult, 
we should not overlook the opportunity to take it. 

Mr. Sourwine. Do you feel that it is a reasonable expectation that 
an effort to sabotage these lines and communication centers will be 
made at the time or immediately prior to an attack? 

General Dup.antis. I would not like to predict that it will be made, 
but I certainly would indicate that it is very probable. 

Mr. Sourwine. You would consider it a likely enemy objective? 

General Duptantis. Very much so. 

Mr. Sourwine. I have no more questions of this witness, Mr. Chair- 
man. 

Senator Hruska. General, you have directed some comments to- 
ward the language of title 18, section 1362; namely, the words “Oper- 
ated or controlled by the United States.” 

Have you, or has your office had any analysis of that language made 
as to its sufficiency by a legal agency, the Department of Justice, or 
some other legal staff as to its sufficiency ? 

General Duptantis. In answer to your question, sir, we did not 
request such an evaluation be made, but I have information that it 
was so evaluated and I have been furnished comments from the At- 
torney General’s office on the problems involved in bringing to trial 
and convicting people who have been charged with violations within 
the context of that law, as written. 

It becomes a very difficult charge to prove in terms of the language 
because you get back to the communications problem of defining what 
is operated and controlled by the United States. 

ou end up with a situation in which you must prove that you have 
a communications center on one end, manned by Government em- 
ployees with a privately leased circuit to a communications center on 
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the other end, in turn manned by Government employees, whether 
they are military or nonmilitary, and that the damage is done to this 
part of the system. 

This makes it a very restrictive and a very difficult type of charge to 
get a conviction on. 

Senator Hruska. At one point in your statement, you did indicate 
a series of circumstances which you summarized and then added these 
words— 
in this context, the entire system is controlled by the United States. Any 
malicious damage should be so considered. 

However, while it is conceivable that the context would indicate 
that, your thought is and your idea is, it is a matter of proof. Is that 
the idea ? 

General DupLantis. The law, as written, it would be very difficult 
to prove and I wouldn’t pretend to be a man to write the language in 
the law. 

From the communications standpoint, we need a language change. 

Senator Hrusxa. It just seems to me that the system of engineered 
military circuit to which you have referred would be quite broad, it 
would be quite comprehensive and it shouldn’t be too dificult to prove 
where it is and where those lines are and the damage to those lines. 

It just seems to me that “under the control of” wouldn’t necessarily 
mean you would have to have both hands on it all the time if it was 
subject to call under any given circumstance. It would be under the 
control of the Government, if it were subject to call, with preliminary 
arrangements made at both ends, and I just wondered if that phase 
had been explored. 

General Duptantis. Sir, you would never be able to define the 
system that you had reference to since it is subject to call. 

As I tried to explain in this rerouting process which goes on all the 
time, you can’t put your finger on the circuits that you will call up. 
You know where the terminal ends are, but these circuits will take 
devious paths from minute to minute. 

Senator Hruska. And they are all considered a part of this engi- 
neered military circuit ? 

General Duptantis. That is correct. 

Senator Hruska. And if some damage to any part thereof occurred, 
it would be considered damage within the meaning of the law, would 
it not ? 

General Duriantis. If you could define which ones you had ref- 
erence to. 

Senator Hruska. Well, if they are so comprehensive that it could 
be any of them. 

General Duptantis. This could be true, but it would be very 
difficult. 

Senator Hruska. I understand the circuitous business. 

General Durtantis. That it goes round and round and you don’t 
know where it goes from minute to minute. 

Senator Hruska. I just raise the question, not that I would be out 
of sympathy with clarifying the language and making it more spe- 
cific and making the problem of proof more readily obtainable, but 
I just wonder if someone somewhere along the line will not raise that 
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very point and say here we have a statute that has been on the books 
20 years or 15 years and maybe we better not disturb it if it is sufficient. 

However, if you have considered it and still think it’s insufficient, 
I certainly think that should be very persuasive with the committee. 

Mr. Sourwine. General, you said you had the Attorney General’s 
comments. Do you have this in the form that you could give it to the 
committee ? 

General Dup.antis. Yes, sir. 

Mr. Sourwine. Off the record. 

(Discussion off the record.) 

Senator Jonnston. On the record. 

You have not had any trouble in the past, but it is just what you 
are expecting that which might happen in the future? 

General Duptantis. That is correct, sir. 

I have here a statement made by Mr. Malcolm R. Wilkey, Assistant 
Attorney General, Criminal Division, to Mr. Lawrence E. Walsh, 
Deputy Attorney General, commenting on House bill 8138, a bill to 
amend section 1362 of title 18, U Tnited States Code, to provide pen- 
alties for malicious damage to certain private communication 
facilities. 

Mr. Sourwine. This came to you through Government channels? 

General DupLantis. Yes, sir. 

Mr. Sourwine. You know it is authentic? 

General Dup.antis. I am not positive, sir, because while certainly 
the context leads us to believe this is true, this is labeled a draft and 
it is photostated and I have not seen the original. 

Mr. Sourwtne. Could you let us have it for insertion in the record ? 

General DupLantis. Yes. 

Senator Jonnston. That will be placed into the record at this point. 
I will request counsel for the committee to check with the Department 
of Justice to see that this is authentic. 

General Duptantis. This outlines the problems in bringing a suit 
as I mentioned to you, under the law, as written, and the problem in 
getting a conviction which I have also mentioned. 

(The document referred to is as follows:) 


[Draft] 
FEBRUARY 29, 1960. 
To: Lawrence E. Walsh, Deputy Attorney General. 
From: Malcolm R. Wilkey, Assistant Attorney General, Criminal Division. 
Subject: H.R. 8138, a bill to amend section 1362 of title 18, United States Code, 


to provide penalties for malicious damage to certain private communica- 
tion facilities. 


As requested in your memorandum dated February 3, 1960, a summary of 
the above bill and its effect on existing law, together with our views on its merits, 
are submitted below. 


Section 1362 of title 18, United States Code, which this bill would amend, is 
as follows: 


““Whoever, ete. etc.” 
(Type in full.) * 


* Sec. 1362. Communication lines, stations or systems : 

“Whoever willfully or maliciously injures or destroys any of the works, property, er 
material of any radio, telegraph. telephone, or cable, line, station, or system, or other 
means of communication, operated or controlled 7 the United States, whether constructed 
or in process of construction, or willfully or maliciously interferes in any way with the 
working or use of on such line, or system, or willfully or maliciously obstructs, hinders, 
or delays the transmission of any communication over any such line, or s stem, shall be 
fined not more than $1,000 or imprisoned not more than three years, or bot 
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H.R. 8138 would amend this section by adding after the words “operated or 
controlled by the United States” the words “or used or useful to the military 
or civil defense functions of the United States.” 

The effect of the amendment would be to have the section apply to privately 
owned telephone, telegraph, and radio facilities not directly operated or con- 
trolled by the United States, but which are ‘used or useful” to the Government 
in the defense of the United States. 

In March 1957 a bill was introduced by Senator Bricker (S. 1571, 85th Cong., 
Ist sess.) to accomplish the same purpose, though its phrasing was different. 
On April 9, 1957, we sent you our comment on the Bricker bill, strongly recom- 
mending its enactment but suggesting some slight changes in its phraseology. 
On June 3, 1957, in a letter to the chairman of the Senate Committee on Inter- 
state and Foreign Commerce, Mr. Rogers, then the Deputy Attorney General, 
endorsed the purpose of the bill and recommended the changes we had suggested. 

The comment in our 1957 memorandum is equally applicable to H.R. 8138. In 
that memorandum it was pointed out that we had successfully prosecuted a 
case where the defendants had conspired to destroy certain coaxial repeater 
stations and microwave towers owned by the Southern Bell Telephone & Tele- 
graph Co., which carrier circuits on full time to various Government agencies, 
including the Strategic Air Command. Since that memorandum the conviction 
of two of these defendants was affirmed in the Fifth Circuit Court of Appeals 
and by the Supreme Court in Abbate, et al. v. United States, 359 U.S. 187. (A 
new trial was granted the other two defendants by the court of appeals because 
of the improper admission of certain testimony). 

However, in that case the facilities and installations covered by 18 U.S.C. 
1362 were limited to those where the Government had terminal-to-terminal 
direct communication services 24 hours a day, the terminals were owned by the 
Government, and they were operated by Government personnel. The Govern- 
ment’s charges did not extend to any other type of facilities for telephonic 
communication for the reason that we did not believe section 1362 would apply 
to other leases where both the lines and the terminals were under direct control 
of the telephone company. Furthermore, the burden of proof upon the Govern- 
ment to show which particular cables carried Government lines, the contracts 
with the telephone company for their use by Government agencies, and the 
operation of the terminals by Government personnel was extremely heavy, 
requiring us to bring Army, Navy, and Air Force witnesses from remote stations. 
(One witness had to be brought from Saudi Arabia. ) 

It was also found in the development of this case that these terminal-to- 
terminal full-time leases are infrequent, in fact, rare. The usual way the 
Government takes services is under tariffs approved by Federal or State regula- 
tory bodies and under these contracts the entire service (lines and terminating 
equipment) are furnished by the telephone company. We have grave doubt 
that section 1362 would apply to such installations and we declined to assert 
that they were “operated or controlled by the United States” in that prosecu- 
tion. If section 1362 was amended as proposed by H.R. 8138 all lines and 
equipment used by the Government would be protected and the burden of proof 
substantially reduced. 

The extent to which the defense of the United States is dependent upon the 
use of privately owned commercial communication systems can be seen from 
the comments of the Department of Defense on the Bricker bill, which was 
quoted by Congressman Dowdy in his remarks to the House when he introduced 
H.R. 8138 (Daily Congressional Record, July 8, 1958, pp. 11857-11858). In addi- 
tion to the basic military communication systems of the Department of Defense, 
to which we referred in our 1957 memorandum on the Bricker bill, there are 
two other Government programs concerned in the defense of the United States 
which are also dependent for their successful operation upon privately owned 
communication systems. These are: (1) Conelrad, and (2) the Federal civil 
agencies communication system. 

The program known as conelrad has been organized by the Office of Civil and 
Defense Mobilization with the cooperation of the radio, television, and com- 
munication industries for the purpose of preventing the use of radio and tele- 
vision broadcast stations as possible navigational aids to enemy aircraft and to 
disseminate information to the public during the course of any emergency. 
Briefly, the plan is to provide an emergency alert for civilian mobilization by 
broadcasts from key radio stations which are notified of the alert and which 
in turn notify other stations by local and long-distance telephone calls, paid by 
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them at the usual applicable tariffs for such services. (In the New York Times 
of Feb. 27, 1960, it was announced that Operation Alert, scheduled for 
May 5, 1960, will have 1,200 privately owned radio stations participating). 

The system known as the Federal civil agencies communication system was 
recommended by the Office of Civil and Defense Mobilization after the test of 
conelrad in 1958, which disclosed certain deficiencies. This system is presently 
in process for operation and when completed will be operated by the General 
Services Administration. Basically, the system is intended to correct the vulner- 
ability of present interagency communications, because these circuits and facili- 
ties are routed through, or located in, target areas, by establishing switching 
centers in nontarget areas, with a grid system for interconnection of these 
centers. 

Department file No. 82-03 will give you full information about both these 
programs, and their dependence upon commercial communication systems. It 
seems Clear that conelrad is not a communication system “operated or controlled 
by the United States” to which section 1362 would apply. We do not have 
enough information about the Federal civil agencies communication system to 
form an opinion whether section 1362 would cover it, but that the system should 
be given maximum protection is obvious. 

The foregoing comment explains our reasons for recommending that the De- 
partment should stringently endorse the purposes of H.R. 8138. We do not 
believe, however, that these purposes are adequately met by the amendment pro- 
posed in that bill. It is true that the words “used or useful” are used in many 
State regulatory statutes for fixing the bases on which public utility rates are 
determined (art. 78, sec. 62, of the Annotated Code of Maryland, 1956 supp., is 
an example), but we are of the opinion that the word “useful” is too vague and 
indefinite for a criminal statute. Instead of the word “useful” we recommend 
the words “intended to be used.” (This follows the phrasing in 18 U.S.C. 22, 
“used or intended to be used”). With this insertion section 1362 would read: 

“Whoever willfully or maliciously injures or destroys any of the works, prop- 
erty, or material of any radio, telegraph, telephone, or cable line, station, or 
system, or other means of communication, operated or controlled by the United 
States, or used or intended to be used for military or civil defense functions of 
the United States, whether constructed or in process of construction, or willfully 
or maliciously interferes in any way with the working of any such line or system, 
or willfully or maliciously obstructs, hinders, or delays the transmission of any 
communication over any such line or system, shall be fined not more than $1,000, 
or imprisoned not more than three years, or both.” (Added words italicized.) 

We believe that the addition of these words in section 1362 would make the 
section apply to the communication systems now used or planned for use by both 
the military and civil defense agencies of the United States. It is also our opin- 
ion that the added phrase is sufficiently specific and definite to avoid any impli- 
cation of vagueness or uncertainty of what the section protects. 


General Dup.antis. I also have copies of the Executive orders which 
I mentioned which outline the authority and responsibilities of the 
Director, OCDM for ready reference if you wish to have them. 

Mr. Sourwine. The chairman might wish to have those orders as 
an appendix to this hearing record. 

Senator Jounston. That will be made a part of the appendix of 
the record. 

The orders referred to were marked “App. I” and are printed at 
p. 19 of this hearing.) 

General Durtantis. I also have annex 15, “Communications,” to 
the national plan. This has been promulgated as you may know. 

The national plan was promulgated over the signature of the Presi- 
dent, has the full force and effect of an order and this is an annex to 
that plan and states the general responsibilities in the field of com- 
munications, the Federal Government versus the State and local 
governments and various other aspects that pertain to the problem. 

Mr. Sourwine. Might that go in the appendix, Mr. Chairman? 

54438 O—60-—3 
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Senator Jounston. Yes, it will be placed in the appendix. 

(The document referred to was nated “App. II” and is printed at 
p. 23 of this hearing.) 

General Dup.antis. The defense mobilization order which I re- 
ferred to, [X-4, outlines how the priorities of allocations will be made 
in an emergency and this, I think, may be helpful to you. 

Mr. Sourwine. May that also go into the appendix? 

Senator JoHnston. It may. 

(The document referred to was designated “App. III” and is printed 
at p. 59 of this document. ) 

Senator Jounston. Do you have anything else that should be put 
into the record ? 

General Dupiantis. I believe that is all, sir. 

I have indicated we work very closely with the common carriers. 
They are spending a lot of money to harden their systems so that they 
will be in being after an attack. 

Mr. Sourwine. By “common carriers” you mean the various tele- 
phone and telegraph companies? 

General Dur.antis. That is correct. 

Mr. Sourwine. There is only one telegraph company. 

General DupLantis. Yes, Western Union. 

Mr. Sourwine. Yes. 

General Duptantis. And I work very closely with them. 

My personal feeling is that the Federal Government should exhibit 
its interest in providing protection just as they are exhibiting other 
interest. 

I certainly wouldn’t consider myself competent to recommend the 
phraseology of the law. Certainly, they need our protection. 

Mr. Sourwine. Sir, the committee is grateful to you for coming here 
today. 

Senator Jounston. Yes, and we certainly thank you. 

Mr. Sourwine. Mr. Chairman, before this hearing is concluded, 
I’d like to make a somewhat unusual request. We had expected the 
testimony here today also of Brig. Gen. John B. Bestic, Deputy 
Director of Communications, Electronics, Headquarters USAF. 

General Bestic is unable to be here this morning. However, I have 
a statement from General Bestic with an indication that certain por- 
tions of it have not been cleared, but that he anticipated by the time 
he got here, they would be cleared. 

I would like to ask the Chair to order, if this clearance is given 
or has been obtained, that this be put into our record. 

Senator Jounston. I order this manuscript to be placed in the 
record and become a part of the record when it is cleared. 

Mr. Sourwine. Then if we want further testimony from General 
Bestic we can give him a call when he is again available. 

(The statement referred to is as follows :) 


PRESENTATION BY Bric. Gen. Joun B. Bestic, Deputy Direcror or 
CoMMUNICATIONS-ELecrrRONIcs, HeapquartTers, USAF 


I am Brig. Gen. John B. Bestic, Deputy Director of Communica- 
tions-Electronics, Headquarters, USAF, and I am pleased to appear 
before you today. 
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I understand that the Internal Security Subcommittee of the Senate 
Committee on the Judiciary is concerned today with the security of 
the Nation’s industrial plants particularly those which pertain to 
communications. 

The Air Force is probably the largest single user of commercial 
communications in the United States. In addition to the normal 
local and toll facilities familiar to all of us, the Air Force also leases 
a large number of full period circuits from the American Telephone 
& Telegraph Co., Western Union Telegraph Co., subsidiaries of the 
Bell Telephone System, and various independent telephone companies. 
We also have made arrangements with these companies for what we 
refer to as “engineered military circuits.” These are circuits which are 
called up in case of emergency. Our reasons for this extensive use of 
commercial communications involves both matters of national policy 
and economics. Because of our extensive use of commercial communi- 
cations facilities, we are vitally interested in their security. 

Let me describe to you some of our most important communications 
systems which are currently in operation both within the boundaries 
of the continental United States and outside these boundaries. Before 
describing them I might add that in addition to these major systems 
that we are considering in some detail, we also have many other net- 
works; for example, military air traffic control systems, weather re- 
perting systems, and logistical systems, as well as a large general 
purpose system. 

The SAC primary alerting system is the first choice of the Strategic 
Air Command to alert their retaliatory force. The numbered Air 
Force headquarters can initiate an alert within their commands b 
merely lifting the red alert telephone handset and speaking. SA 
Headquarters is the only point that can alert the entire command. 
Bases located outside the United States are connected to the system by 
military and commercial means. Approximately 70 SAC bases are 
in a position to receive alerts from SAC Headquarters immediately. 
They may also be alerted from their respective numbered Air Force 
Headquarters. 

SAC Headquarters and the respective numbered Air Force con- 
trollers are given visual indications that each base has received the 
alert message. These indications appear as extinguishing lamps that 
“go out” rather than “on” since one might have burned out; this 
philosophy of eliminating possible trouble is inherent throughout the 
system. x continuously operating continuity checking device is in- 
cluded to indicate alert circuit outages. Complete diversification of 
circuit routes associated with this alert system, other alert systems, and 
operational circuits are provided. These facilities are owned by and 
maintained by the commercial communications companies. 

Next let us discuss the SAC operational control system. ‘This tele- 
phone network is used by the Strategic Air Command to control the 
operation of the worldwide SAC force. By the use of a eae 
system it is available for administrative traffic when not occupied wit 
operational traffic. 

There are about 350 so-called full period circuits connecting 62 loca- 
tions with 7 switching centers. These circuits terminate on switch- 
boards at each location, thereby permitting connection to designated 
stations at each location. The switching centers are located at SAC 
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Headquarters, Offutt Air Force Base, Omaha, Nebr.; 2d Air Force, 
Barksdale Air Force Base, Shreveport. La.; 8th Air Force, Westover 
Air Force Base, Chicopee Falls, Mass.; 15th Air Force, March Air 
Force Base, Riverside, Calif.; Carswell Air Force Base, Fort Worth, 
Tex.; Biggs Air Force Base, E] Paso, Tex.; and Lockbourne Air Force 
Base, Columbus, Ohio. 

Let us now turn to SAGE (semiautomatic ground environment). 
This system provides a major improvement in our air defense system 
by the application of high speed general purpose computers to assist 
in information processing and weapons direction. 

During a normal day, information concerning more than 30,000 
aircraft flights is fed to our defense system from heavy radars, height 
finder radars, gap filler radars, Pine Tree line, Mid-Canada line, DEW 
line, Navy picket ships, airborne radar, Texas towers, air weather 
service, and others. This information is fed via radio, full period tele- 
phone, private line telegraph, and data channels to the SAGE direc- 
tion centers. At the direction centers, electronic computers process 
the information, furnish solutions to complicated navigational prob- 
lems, and display the air situations. The computer automatically 
transmits weapons control and flight instructions to a pilot, automatic 
pilot, or missile. 

Another critical system coming into being is BMEW system 
(ballistic missile early warning system). Thissystem has been author- 
ized and is being constructed to afford early warning of ballistic mis- 
sile attacks on Canada and the United States. Three missile-detection 
sites located at Thule, Greenland ; Clear, Alaska, and Fylingsdale, Eng- 
land, are programed. 

Missiles will be tracked, their paths computed and calculated at 
the detection sites. Trajectory data and warning signals showing that 
an enemy ballistic missile attack is underway will be transmitted 
rapidly, accurately, and with an absolute minimum of interruption to 
the Combat Operations Center, North American Air Defense Com- 
mand (Norad). Here the data will be evaluated and the necessary 
warnings forwarded to the appropriate defense agencies. 

The commercial communication companies will provide the com- 
munication services and specifically designed equipment within the 
United States from Norad Headquarters, Colorado Springs, Colo., to 
points of connection with other carriers outside of the country, both 
military and commercial, which will extend the facilities to the respec- 
tive detection sites. 

We also have missile control and operational networks. Extensive 
communication networks are required for the control and operation 
of the Atlas and Titan missile-launching bases in the United States. 
It is expected that most of these networks will be provided by com- 
mercial communications common carriers. 

Another most important network is that used by the Headquarters, 
USAF, itself. This network radiates from the Air Force Head- 
quarters command post in the Pentagon and consists of high priority 
telephone circuits, secured from commercial carriers, extending to 
various command headquarters and other major installations in the 
United States and overseas. 

At the Pentagon, the majority of these circuits terminate in a special 
arrangement provided by the commercial carrier which permits a 
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maximum of 25 circuits to be switched together simultaneously in any 
one of four combinations. 

One of our newest systems is the bomb detection and alarm system. 
This new warning system which is programed to go into operation in 
the next few months, will consist of thermal flash detection devices 
located in about 100 important points throughout the United States 
interconnected to six reporting locations by leased common carrier cir- 
cuits. The system will quickly locate the point or points of nuclear 


‘bomb damage so that prompt action can be taken to divert aircraft, 


move civilian population, direct assistance to disaster areas, etc. 

In a surprise attack on this country, the speed of retaliation is crit- 
ically dependent on how quickly and positively the enemy’s hostile 
action is identified as such. The bomb alarm system, consisting of 
detectors, reporting equipment and the connecting communications net- 
work supplied by Western Union, will quickly and positively identify 
hostile action. It will advise commanders of the loss of an airbase 
where aircraft are scheduled to land, permitting them to divert the air- 
craft. The system could also enable civil defense officials to direct help 
quickly to disaster areas. 

The function of this system is to receive from the thermal flash of 
the bomb a light level such as will trigger the mechanism before the 
facilities are destroyed by the shock wave which follows the initial 
flash. 

The Air Force has located its vital communications control centers 
in protected locations, some partially bombproof, and has restricted ad- 
mission to such places to persons, both military and civilian, who 
have the necessary security clearance. Cleared civilian employees of 
communications companies who installed the bulk of our equipment are 
given access for maintenance reasons. 

Once circuits leave these protected locations, they travel many thou- 
sands of miles over mountains, across rivers and through cities. Many 
special service protective devices are then employed by commercial car- 
riers to prevent interference and interruption. Special safeguarding 
measures include restriction of access by unauthorized persons, locked 
terminal facilities, wire in underground conduit, and protective covers 
for the equipment. Another important and practical way to protect 
the plant carrying these circuits is to provide alternate routings. 
If these various important locations are served primarily by micro- 
wave, underground cable will carry alternate circuits vim vice versa. 

In plans for many of the critical communications centers, the facil- 
ities will be hardened; that is, the plant will be so located as to with- 
stand any blow except a direct hit by a bomb. 

Commercial companies have spent many millions of dollars recently 
in making their facilities less vulnerable to damage. Bypass routes 
have been established around large cities, and remote standby switch- 
ing centers have been provided. In this connection, A.T. & T. has 
started construction, after consultation with the Air Force, of a 
hardened broadband transcontinental cable system. These facilities, 
of course, will not be exclusively used by the military but will be used 
also for regular commercial traffic. In addition, of course, we back up 
the commercial facilities with military owned and operated facilities 
in certain instances. This is particularly true of the SAC circuits. 
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The Air Force, of course, is vitally interested in proper and timely 
maintenance of the commercial communication facilities in order to 
have full operational capability 24 hours a day, 7 days a week. Any 
evidence of difficulty is promptly reported by Air Force personnel 
to the specific commercial communications company trouble report 
center. The commercial company is directly responsible for the main- 
tenance of the facilities. Much of the commercial plants used for im- 
portant circuits are equipped with automatic fault-detection and 
switching arrangements. In the event of failure of channels so 
equipped, the fault is automatically reported to a trouble report cen- 
ter, and alternative facilities are automatically switched into serv- 
ice so that the service is not interrupted. In the case of the SAGE 
system, the telephone companies also lease space in the direction and 
combat centers for their terminal equipment and the internal tele- 
phone plant. The trouble report center in this case is located in the 
same building and is attended around the clock. 

Of course, in addition to these commercial facilities, the Air Force 
uses communication systems that are owned and operated by the Air 
Force. This is especially true outside the continental United States. 
In fact, our information indicates that with the exception of the 
A.T. & T. and possibly the state-owned U.S.S.R. radio and telegraph 
system, the Air Force probably owns and operates the largest com- 
munications system in the world. We also use communications 
channels and service provided by the other military departments 
when such use is feasible. As in the case of the commercial facilities 
we place our major reliance for the continued operation of our Air 
Force communications complex upon the use of rigid procedures for 
alternate routing and by the provision of the maximum feasible num- 
ber of alternate paths between any two given points. We are con- 
tinually working with the other military departments and with the 
commercial industries for the development of new and better com- 
munications techniques. 

Senator JoHnston. Anything further? 

We certainly thank you again for coming, General Duplantis. We 
do appreciate the information you have given us. 

We will recess now, subject. to the call of the Chair. 

(Whereupon, at 11:20 a.m., the subcommittee recessed, subject to 
the call of the Chair.) 
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APPENDIX I-A 
{Immediate'release, June 17, 1953, James C. Hagerty, press secretary to the President] 


UXECUTIVE ORDER 10460—PROVIDING FOR THE PERFORMANCE BY THE DIRECTOR OF 


DEFENSE MOBILIZATION OF CERTAIN FUNCTIONS RELATING TO TELECOMMUNICA- 
TIONS 


By virtue of the authority vested in me by the Constitution and statutes, and 
as President of the United States, it is hereby ordered as follows: 

Section 1. The Director of Defense Mobilization shall assist and advise the 
President with respect to the following-described telecommunications functions 
and such other telecommunications functions as the President may designate: 

(a) Coordinating the development of telecommunications policies and 
standards applying to the executive branch of the Government. 

(b) Assuring high standards of telecommunications management within 
the executive branch of the Government. 

(c) Coordinating the development by the several agencies of the executive 
branch of telecommunications plans and programs designed to assure maxi- 
mum security to the United States in time of national emergency with a 
minimum interference to continuing nongovernmental requirements. 

(d) Assigning radio frequencies to Government agencies under the pro- 
visions of section 305 of the Communications Act of 1934, as amended (47 
U.S.C. 305), and establishing policies and procedures governing such assign- 
ments and their continued use. 

(e) Developing United States Government frequency requirements. 

Section 2. The Director of Defense Mobilization shall, to the maximum extent 
feasible, perform his functions with the aid, or through the facilities, of appro- 
priate departments and agencies of the Government; and he shall establish such 
interagency committees and working groups composed of representatives of in- 
terested departments and agencies, and consult with such departments and 
agencies, as may be necessary for the most effective performance of his functions. 

Section 3. The Interdepartmental Radio Advisory Committee shall report to 
and assist the Director of Defense Mobilizatian in the performance of his func- 
tions as he may request. 

Section 4. Nothing in this order shall be deemed to impair any existing author- 
ity or jurisdiction of the Federal Communications Commission. The Director of 
Defense Mobilization shall cooperate with the Federal Communications Commis- 
sion on problems of mutual concern. 

Section 5. The records, property, personnel, and funds used, held, employed, 
available, or to be made available in connection with the functions vested in the 
Telecommunications Advisor to the President by Executive Order No. 10297 of 
October 9, 1951, entitled “Providing for a Telecommunications Advisor to the 
President”, shall be transferred, consonant with law, to the Office of Civil De- 
fense Mobilization. 

Section 6. The said Executive Order No. 10297 is hereby revoked. 


DwiecHuT D. EISENHOWER. 
THe Wuire Hovss, June 16, 1953. 
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APPENDIx I-B 


{Immediate release, April 17, 1957, James C. Hagerty, press secretary to the President] 


THE WHITE HOUSE. 


The President today signed an Executive order which delegates to the Director 
of the Office of Defense Mobilization certain of the President’s wartime powers 
contained in the Federal Communications Act. 

The authority delegated to the Director of the Office of Defense Mobilization 
does not authorize censorship of communications. The Office of Defense Mobiliza- 
tion has, and will continue, to work in close touch with the radio, television, tele- 
phone and telegraph industries in formulating defense emergency plans. 

The authority delegated in this Executive order consists of the authority, in 
time of war, to provide for a system of priorities for the use of the nation’s tele- 
phone and telegraph systems, for the resumption of intercity private line serv- 
ice following interruption, and for the effective use of communications for the 
purposes of national defense. The desirability of this action was demonstrated 
during Operation Alert 1956. 


EXECUTIVE ORDER 10705—DELEGATING CERTAIN AUTHORITY OF THE PRESIDENT 
RELATING TO RADIO STATIONS AND COMMUNICATIONS 


By virtue of the authority vested in me by section 301 of title 3 of the United 
States Code, and as President of the United States, it is hereby ordered as 
follows: 

Section 1. (a) Subject to the provisions of this order, the authority vested 
in the President by subsection 305 (a), and by subsections 606 (a), (c), and 
(d), of the Communications Act of 1984, as amended (47 U.S.C. 305(a) ; 606 (a), 
(c), and (d), is delegated to the Director of the Office of Defense Mobilization 
(hereinafter referred to as the Director). 

(b) Without limiting the time of effect of the provisions of section 2 hereof, 
it is directed that the authority delegated by section 1(a) of this order may be 
performed hereunder (1) in respect of the said subsections 305(a) and 606(a) 
only during the continuance of a war in which the United States is engaged, 
and (2) in respect of said subsections 606 (c) and (d) only upon proclamation 
by the President that there exists a state of war involving the United States. 

(c) The Director may issue such rules and regulations as he may deem 
necessary in connection with the authority delegated to him by subsection 1(a) 
of this order. 

(d) Nothing in this order shall be construed as authorizing the exercise of 
any authority with respect to the content of any station program or of commu- 
nications transmitted by any communication facility. 

Section 2. (a) Subject to the provisions of subsection 2(b) of this order, 
the Director may, at any time after the issuance of this order, redelegate any 
authority delegated to him by section 1 of this order. Except as otherwise 
authorized by the said subsection 606(a) of the Communications Act of 1934, 
as amended, any such redelegation shall be made only to an officer or officers of 
the executive branch of the Government required to be appointed by the Presi- 
dent by and with the advice and consent of the Senate. 

(b) The authority vested in the President by the said subsections 606 (c) and 
(d) and delegated to the Director by section 1 of this order to take over or use 
facilities or stations or to remove apparatus or equipment from facilities or 
stations shall be exercised only by the Director or with his express approval 
in each case. 

Section 3. This order shall not operate to terminate or modify the effect of 
any provision of any other Executive order, or of any rule, regulation, or 
other action, relating to any of the authority delegated by this order; but, 
subject to the respective limitations of time set forth in section 1(b) of this 
order, authority to amend or revoke any such provision shall be deemed to be 
included within the authority delegated by section 1 of this order. 


Dwieut D. EISENHOWER. 
THE WHITE House, April 17, 1957. 
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APPENDIX I-C 


EXECUTIVE ORDER 10773—DELEGATING AND TRANSFERRING CERTAIN FUNCTIONS AND 
AFFAIRS TO THE OFFICE OF DEFENSE AND CIVILIAN MOBILIZATION 


By virtue of the authority vested in me as President of the United States, 
including authority vested in me by the provisions of Reorganization Plan No. 1 
of 1958 and including also authority vested in me by provisions of law cited in 
the preambles of, or relied upon in connection with the issuance of, orders 
amended by this order, it is ordered as follows: 

Section 1. The “Office of Defense and Civilian Mobilization” and the “Director 
of the Office of Defense and Civilian Mobilization,” referred to in this order, 
are the Office of that name and the officer with that title, respectively, pro- 
vided for in Reorganization Plan No. 1 of 1958. 

Section 2. (a) There are hereby delegated to the Director of the Office of 
Defense and Civilization Mobilization, with power of redelegation by him, all 
functions transferred to the President by the provisions of Reorganization 
Plan No. 1 of 1958. 

(b) Subject to the provisions of section 7 of this order, all functions of the 
President of the United States heretofore delegated or assigned to the Director 
of the Office of Defense Mobilization, the Office of Defense Mobilization, the 
Federal Civil Defense Administrator (or the Administrator of the Federal 
Civil Defense Administration), or the Federal Civil Defense Administration 
are, to the extent that those delegations or assignments were in effect June 30, 
1958, redelegated or reassigned, as the case may be, to the Director of the Office 
of Defense and Civilian Mobilization. 

Section 3. Except in instances wherein the provisions concerned are for 
any reason inapplicable as of the effective date of Reorganization Plan No. 1 
of 1958: 

(a) Each reference in any prior Executive order to the Director of the Office 
of Defense Mobilization and each reference in any prior Executive order to the 
Federal Civil Defense Administrator (or to the Administrator of the Federal 
Civil Defense Administration) is hereby amended to refer to the Director of 
the Office of Defense and Civilian Mobilization. 

(b) Each reference in any prior Executive order to the Office of Defense 
Mobilization and each reference in any prior Executive order to the Federal 
Civil Defense Administration is hereby ammended to refer to the Office of De- 
fense and Civilian Mobilization. 

Section 4. Without limiting the application of section 3 of this order, the 
amendments made thereby shall apply, subject to the provisions of section 3 of 
this order : 

(a) To references to the Federal Civil Defense Administrator (or to the 
Administrator of the Federal Civil Defense Administration) and to references to 
the Federal Civil Defense Administration in the following-designated Executive 
orders, including any Executive orders amendatory thereof or supplementary 
thereto: 

(1) Executive Order No. 10242 of May 8, 1951. 

(2) Executive Order No. 10260 of June 27, 1951. 

(3) Executive Order No. 10346 of April 17, 1952. 

(4) Executive Order No. 10421 of December 31, 1952. 
(5) Executive Order No. 10427 of January 16, 1953. 
(6) Executive Order No. 10529 of April 22, 1954. 

(7) Executive Order No. 10737 of October 29, 1957. 

(b) To references to the Director of the Office of Defense Mobilization and to 
references to the Office of Defense Mobilization in the following-designated 
Executive orders, including any Executive order amendatory thereof or supple- 
mentary thereto: 

(1) Executive Order No. 10219 of February 28, 1951. 

(2) Executive Order No. 10296 of October 2, 1951. 

(3) Executive Order No. 10312 of December 10, 1951. 

(4) Executive Order No. 10846 of April 17, 1952. 

(5) Executive Order No. 10421 of December 31, 1952. 

(6) Executive Order No, 10460 of June 16, 1953. 

(7) Executive Order No. 10480 of August 14, 1953 (except section 102). 
(8) Executive Order No. 10494 of October 14, 1953. 

(9) Executive Order No. 10524 of March 31, 1954. 
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(10) Executive Order No. 10539 of June 22, 1954. 
(11) Executive Order No. 10560 of September 9, 1954. 
(12) Executive Order No. 10590 of January 18, 1955. 
(13) Executive Order No. 10601 of March 21, 1955. 
(14) Executive Order No. 10634 of August 25, 1955. 
(15) Executive Order No. 10638 of October 10, 1955. 
(16) Executive Order No. 10655 of January 28, 1956. 
(17) Executive Order No. 10660 of February 15, 1956. 
(18) Executive Order No. 10700 of February 25, 1957. 
(19) Executive Order No. 10705 of April 17, 1957. 

Section 5. Each reference in Executive Order No. 10737 of October 29, 1957, 
to a Regional Administrator of the Federal Civil Defense Administration is 
hereby amended to refer to a Regional Director of the Office of Defense and 
Civilian Mobilization. 

Section 6. (a) There is hereby established in the Office of Defense and Civilian 
Mobilization the Defense and Civilian Mobilization Board. The Board shall 
be composed of the Director of the Office of Defense and Civilian Mobilization, 
who shall ‘be the chairman of the Board, and of the heads of such executive de- 
partments and agencies of the Government as may be designated, with their 
consent, from time to time by the Director. 

(b) The Director of the Office of Defense and Civilian Mobilization may from 
time to time establish subsidiary units of the Board and assign suitable names 
thereto. The Director and the heads of any executive departments and agencies 
may be designated, with their consent, as members of such units. The Di- 
rector shall be the chairman of any subsidiary unit of which he is a member 
and he shall designate the chairman of any other subsidiary unit from among 
the members thereof. 

(c) The Board established by this section, and each subsidiary unit thereof 
established under this section, shall advise the Director of the Office of Defense 
and Civilian Mobilization with respect to matters relating to his responsibilities 
as he shall request. 

Section 7. The following are hereby revoked : 

(1) Executive Order No. 10224 of March 15, 1951. 

(2) Executive Order No. 10276 of July 31, 1951. 

(3) Executive Order No. 10293 of September 27, 1951. 

(4) Executive Order No. 10350 of May 14, 1952. 

(5) Executive Order No. 10475 of July 31, 1953. 

(6) Section 102 of Executive Order No. 10480 of August 14, 1953. 
(7) Executive Order No. 10611 of May 11, 1955. 

Section 8. This order shall not operate to terminate or impair any regula- 
tion, ruling, order, directive, certificate, determination, authorization, contract, 
agreement, or other action, issued, undertaken, or entered into with respect to 
any function affected by the provisions of sections 2, 3, or 4 of this order; nor 
shall this order affect the validity or force of anything theretofore done in con- 
nection with any such function. Any of the instruments referred to in this 
section may be hereafter amended, modified, or revoked, by appropriate authority. 

Section 9. The Director of the Office of Defense and Civilian Mobilization is 
hereby authorized to issue such regulations as he may deem necessary or 
desirable to carry out the purposes of this order. 

Section 10. The provisions of this order shall be effective as of July 1, 1958, 
the effective date of Reorganization Plan No. 1 of 1958. 


Dwicut D. EISENHOWER. 
THE WHITE Housks, July 1, 1958. 
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Preface 


This annex states specific responsibilities, policies, 
criteria, methods, and procedures for carrying out the 
telecommunication responsibilities of the Federal Gov- 
ernment, the States and their political subdivisions, and 
private organizations in support of the National Plan 
for Civil Defense and Defense Mobilization. In two 
parts, it states the broad course of nonmilitary action 
necessary to implement effective operational communi- 
cations and to manage the Nation’s telecommunication 
resources In an emergency. 


Part One: Operational Communications sets forth 
requirements, procedures, regulations, and restrictions 
concerning all nonmilitary systems for transmitting, by 
electrical communication, civil defense and defense 
mobilization information and instructions within and 
among governments and between governments and the 
people—that is, operational communications and com- 
munications with the public. 


Part Two: National Telecommunications, adapted 
from Defense Mobilization Order IX-4, concerns 
methods and measures for assisting the President in the 
discharge of his responsibilities for management of 
national telecommunication resources in an emergency 
and summarizes procedures for obtaining radio fre- 
quencies, international telecommunication services, and 
domestic (common carrier) telecommunication services 
in or for a national emergency. 


[ iii } 








26 PROTECTION OF DEFENSE COMMUNICATIONS 


Auxiliary documents, including detailed proce- 
dures, will be issued as necessary and will be subordinate 
to and compatible with this annex and the National] Plan. 


The annex is published in looseleaf form in order 
that pages may be added or replaced easily whenever 


revisions are made. 


Director 
Office of Civil and Defense Mobilization 


Issued February 1960 


[ iv ] 


LI a 


TL, i 


Contents 

Page 
PREVACE ..< .¢ kx erties d OA eee iii 

Part One: Operational Communications 
5, ERs ke warn core oe ee Le oe 1 
Ti, ABBR Eee bs, Wiad awe Feo 2 
III. GENERAL RESPONSIBILITIES ........ 3 
A. Federal Government ............-. 3 
B. State and Local Governments........ 4 
C. Private OPgauiannnagns ws tt 4 
cY. Fue ko % & ok a ne s ees 4 
A. Operational Communications. ....... 4 
B. Communications to the Public. ....... 7 
C. Teste and Baevdees. . 6 ihe Oe 8 
Bi PIII 55. a, Srxepdiviesavdinee awncet aan art 9 
we COS So at eee et eae 9 
YS. i. i'd oe 9k oe oe oe 10 
A. Federal Government ............. 10 
B. State and Local Governments ........ 13 
C. Private Organizations ............ 14 


PROTECTION OF DEFENSE COMMUNICATIONS 27 


{v] 




















II. 


ITT. 


IV. 


V. 


PROTECTION 





OF DEFENSE COMMUNICATIONS 


Part Two: National Telecommunications 


, PEERED NN Te eh eo 16 
BREAIMEP TO: ales a wae wal. a SOARS 16 
GENERAL RESPONSIBILITIES. ....... 17 
A. FederalGovernment ...........4.. 17 
B. State and Local Governments ........ 17 
a ee ee ee 17 
D. Industry and Organizations. ........ 17 
PR 5k hn ae ee Foy ee es 18 
ee 18 
B. International Telecommunication 

DPOEE . os vies PRY RASS. 26 
C. Domestic Common Carrier Telecommuni- 
cation GeruiGea \) 3) exocrine). J. 28 


6k SNe ee oe OR 


LL 
 —— — —  —————— —————— 


age 


16 


17 
17 
17 


17 


18 
18 


26 


28 


30 


PROTECTION OF DEFENSE COMMUNICATIONS 29 


ANNEX 15 
COMMUNICATIONS 


Part One: Operational Communications 


I. Definitions’ 


A. Communications or telecommunications means 
any transmission, emission, or reception of signs, 
signals, writing, images, and sounds or intelligence of 
any nature by wire, radio, visual, or other electromag- 
netic systems. 

B. Operational communications means the tacti- 
cal communications required for initiating and directing 
civil defense and defense mobilization actions. 


C. Communications with the public is that com- 
munications required for keeping the general public 
informed and for directing the action of large segments 
of the population in times of emergency. 


D. Radio Amateur Civil Emergency Service 
(RACES) is a service designed to make efficient use 
of the vast reservoir of skilled radio amateurs through- 
out the Nation. Most of the States and larger commun- 
ities have federally approved RACES communications 
plans whereby amateurs enlisted in this plan are permit- 
ted to operate as an emergency communications net- 
work on certain specific frequencies during an alert, 
natural disaster, or other condition, as directed by civil 
defense authority. 


E. CONELRAD (CONtrol of ELectromagnetic 
RADiations) is a plan for optimum use of all radio 
communications facilities without giving undue naviga- 
tional aid to the enemy. A Radio Alert is initiated by 


'See also definitions in Part Two, Section I.(A and B). 


[1] 
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the Commander-in-Chief, North American Air Defense 
Command. Through Air Foree channels Key Broad- 
east Radio Stations are notified by the CONELRAD 
alerting system. They in turn transmit an attention 
signal which actuates CONELRAD Alert receivers in 
all “AM, FM, and TV stations. This is followed by the 
announcement of the CONELRAD Radio Alert Mes- 
sage. The stations having National Defense Emer- 
gency Authorization will immediately shift their 
frequencies to the CONELRAD frequency assigned to 
them (640 or 1240 ke.) and will broadcast information 
to the public under a plan prescribed for each particular 
station. All other broadcast stations must leave the 
air. These plans are so designed that each station can 
reach the maximum population within its area without 
giving undue navigational aid to the enemy. Under 
conditions of a CONELRAD Radio Alert, all radio sta- 
tions are required to operate under specific CONELRAD 
plans for the radio service involved. 


IT. Assumptions’ 


A. An attack on the United States might seriously 
disrupt communications within and among Federal, 
State, and local governments, industry, and the public. 


B. The resumption, restoration, and improvement 
of the Nation’s essential communications services and 
facilities would be a priority prerequisite for carrying 
out most civil defense and defense mobilization activi- 
ties. This would require optimum use of the Nation’s 
remaining communication capability and facilities, in- 
cluding the resources of amateur radio operators en- 
rolled in the Radio Amateur Civil Emergency Service 
(RACES). 


*See Annex 1, Planning Basis. 


[2] 


ye —=—- — SZ if (Vv 


—~ Ve i Wer ee a S| ' 


EN  — — 


ae, 


PROTECTION OF DEFENSE COMMUNICATIONS 31 


III. General Responsibilities 


A. Federal Government 
The Federal Government is responsible for the 
stimulation, leadership, guidance, and assistance nec- 
essary to advance the communications needs of Federal 
agencies, State and local governments, and private 
organizations to meet their essential emergency com- 
munications obligations." This responsibility entails: 


1. 


Establishing and maintaining communications 

for civil defense and defense mobilization pur- 

poses, reasonably secure from attack effects, 

a. Within and among Federal agencies having 
emergency responsibilities. 

b. Between the Federal Government and the 
States. 


Encouraging States and their political sub- 
divisions to establish effective communications 
systems, through technical and, where appro- 
priate, financial assistance.* 


. Providing stimulation, guidance, and assistance 


to the management of domestic common carrier 

communication services concerning measures: 

a. To protect their physical property, operating 
personnel, and management capability from 
the effects of attack. 

b. To facilitate the restoration of such facilities 
after attack,’ including the free movement of 
common carrier vehicles, personnel, equip- 
ment, and supplies—both intrastate and 
interstate. 


—-3See Annex 4, Authorities for Civil Defense and Defense Mobilization, 
and Annex 6, Federal Emergency Plans and Procedures. 


‘See Federal Contributions Manual AM265-1, Chapter 9. 
*See Annex 11, Protection of Essential Facilities. 
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B. State and Local Governments’ 

1. State governments are responsible for maintain- 
ing at all times, reasonably secure from attack 
effects, communications: 

a. Among State agencies having emergency 
responsibilities. 

b. Between the State government and its polit- 
ical subdivisions. 

2. Local governments are responsible for maintain- 
ing, reasonably free from attack effects, com- 
munications for emergency operations. 

C. Private Organizations’ 

Private organizations are responsible for support- 
ing civil defense actions by providing for the optimum 
utilization, in accordance with applicable regulations, 
of all their available communications facilities in times 
of disaster, not only within and between their separate 
organizations but also in coordination with such pro- 
grams as the civil defense efforts may require. 


IV. Functions 


A. Operational Communications 
1. Objectives 
a. To provide the capability of communicating: 

(1) Among all Federal and State agencies 
for day-to-day operational communica- 
tions. 

(2) Among all Federal and State govern- 
ment control centers (also known as 
emergency operating centers — includ- 
ing the relocated seat of government 
of each State—for use in emergencies 
and under disaster conditions. 


° All rules and regulations of the Federal Communications Commission 
(FCC) pertaining to the use of nongovernment radio communication 
facilities will remain in effect unless ordered otherwise by the Director, 
OCDM, pursuant to the authority delegated by Executive Order 10705. 
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(3) Between State and local agencies having 
emergency responsibilities in times of 
disaster to carry on government 
functions. 

(4) Between and among all echelons of gov- 
ernment and all industrial organizations. 

b. To provide the capability of incorporating 
the communications facilities and systems of 
private organizations and individuals into 
emergency plans in a manner that will best 
serve the mutual interests of the govern- 
ments and private organizations concerned. 

ec. To make optimum use of all radio communi- 
cations facilities without giving undue 
navigational aid to the enemy. 

d. To provide communications for rapid dissemi- 
nation of warning information.’ 


2. Actions Required 


a. Improve the present Federal interagency 
system of communications by providing 
hardened facilities, secure circuit routing, 
and other emergency requirements. 

b. Interconnect Federal communications sys- 
tems both at national and regional levels 
wherever feasible. 

ce. Develop a unified Federal communications 
system to serve both the normal and emer- 
gency needs of the civil departments and 
agencies of the Federal Government in the 
most effective and economical manner. 

d. Improve the operational capability of the 
OCDM National Communications System No. 
1 (NACOM 1), consisting of private line 
teletypewriter ‘telephone service intercon- 
necting OCDM Operational Headquarters, 


*See Annex 13, Warning. 
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OCDM Regional Offices, and State civil de- 
fense operational headquarters. 


. Provide an OCDM National Radio Communi- 


eations System (NACOM 2) at all OCDM and 
State operational headquarters as an emer- 
gency backup to NACOM 1. 


. Incorporate, as specific emergency require- 


ments dictate, improved techniques and 
equipment and required modes of transmis- 
sion to secure maximum benefits from the 
communications resources available. 


. Employ standardized procedures, and stand- 


ardized message forms where practicable. 


. Equip all emergency operational communica- 


tions systems insofar as practicable to trans- 
mit intelligence by the maximum number of 
methods (teletype, voice, crypto, facsimile, 
computer data, etc. ). 


i. Provide for the use of the normal facilities 


operated by those States and local agencies 
of government having civil defense responsi- 
bilities to the extent permitted by the regula- 
tions applicable to the stations involved.* 


j. Designate State and local radio communica- 


tions networks and systems which normally 
have no civil defense responsibilities to per- 
form specific civil defense missions in emer- 
gency situations when permitted by the FCC 
Rules. 


. Encourage privately owned services to take 


the necessary preattack measures to protect 
plant, equipment, personnel, and manage- 
ment leadership. The systems should be 


*Section 10.9 of the FCC Rules and Regulations sets forth the regu- 
lations pertaining to the use of public safety facilities in civil defense. 
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secure or protected type networks with the 
capability of alternate routing or mobility to 
facilitate reestablishment of circuits which 
might be destroyed. The possibilities of 
damage due to blast, fire, neutron radio- 
activity, and radioactive fallout will be 
considered in all plans. 

. Provide protected control centers equipped 
with adequate communications for the receipt 
and transmission of information and instruc- 
tions essential to State and local emergency 
operations. 

. Mobilize the resources and personnel of the 
Nation’s radio amateurs into the Radio 
Amateur Civil Emergency Service (RACES) 
program to augment existing State and local 
communications. 

B. Communications to the Public 
1. Objective 
To provide a capability for communications 
during emergencies to the general public that 
will allow appropriate government officials to 
give necessary information and instructions to 
the maximum number of persons concerned, 
without giving undue navigational aid to the 
enemy.” 
2. Actions Required 
a. The Federal Government, with the assistance 
of advisory committees, will provide guidance 
to State and local authorities to assist in the 
organization, engineering, and programing 
of radio and TV broadcast stations and net- 
works to accomplish the desired objectives 
during emergencies. 


 *See Annex 9, Public Information. 
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b. The Federal Government will provide funds 
for program and control circuits to author- 
ized CONELRAD broadcast stations to link 
the stations to appropriate State and local 
government control centers. 


. State and local governments will provide 
emergency information and instructions to 
the public via emergency broadcast facilities 
arranged through the Federal, State, and 
local governments and through advisory com- 
mittees, which have been organized in many 
areas. State and local civil defense author- 
ities should work closely with these groups. 


. The Federal Government, with the coopera- 
tion and guidance of industry, will establish 
an emergency radio broadcast plan which can 
be implemented in an emergency to provide 
facilities for the President to broadcast mes- 
sages to the public.” This plan must be of 
sufficient flexibility to allow the maximum 
use of surviving broadcast facilities and in- 
terconnecting communications channels, in- 
cluding the use of remote pickup broadcast 
equipment and interconnected and fully auto- 
matic industrial microwave systems. 


C. Tests and Exercises’ 
1. Objective 


To determine the operational capability of 
Federal, State, and local communications. 


*°An “Interim Plan for Continuity of Programing under CONEL- 
RAD” has been published (FCC Release 67094). 


, *See Annex 39, Review, Tests, and Inspection. Tests and exercises 
involving nongovernment radio facilities shall be in accordance with FCC 
Public Notice 59-299. 
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2. Action Required 
Develop and conduct tests and inspections 
of the Nation’s emergency communications fa- 
cilities and operational personnel. 
D. Research” 
1. Objective 
To develop facilities and data pertaining to 
the needs of communications. 
2. Actions Required 

a. Establish requirements for communications 
research. 

b. Conduct research projects and field tests for 
operational applicability. 

E. Training” 
1. Objectives 

a. To provide trained personnel for operation of 
all communications facilities at Federal, 
State, and local levels. 

b. To assure that all personnel in government 
and industry having communications res- 
ponsibilities are fully informed as to emer- 
gency communications procedures. 

ec. To assure that all communications person- 
nel are trained in protection and survival 
methods. 

2. Action Required 
Develop and administer training and educa- 
tion programs in the execution of emergency 
communications responsibilities, functions, and 
activities as set forth in this annex, including 
programs for the protection and survival of 
employees. 





See Annex 36, Research and Development. 
See Annex 37, Training and Education. 
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V. Execution 


A. Federal Government 


1. OCDM shall: 


a. Provide policy direction and control for the 
implementation of a unified system of com- 
munications to serve the needs of the Federal 
Government for day-to-day and emergency 
operational communications. 


. Implement communications plans“ and pro- 
grams for the nonmilitary defense of the 
United States. 


. Mobilize the use of qualified nongovern- 
mental personnel to augment the existing 
communications staff of the Federal estab- 
lishment. 


. Direct and coordinate measures necessary 
to improve the emergency communications 
facilities of the civil agencies of the Federal 
Government. 


. Maintain, operate, and improve the OCDM 
operational communications systems and 
activate standby OCDM facilities in times of 
emergency. 


. Provide financial and technical assistance in 
the development of communications plans 
and the establishment of State and local civil 
defense communications systems.” 


. Develop and institute tests and exercises, 
following coordination with FCC, to deter- 
mine the operational capability of national 
emergency civil defense operational com- 


munications facilities. 
“The word.“plans” as used in this annex covers all phases of design, 
implementation, and operation of such communications systems as are 
necessary for the nonmilitary defense of the United States. 


15See Annex 38, Federal Assistance. 
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. Develop and establish training courses for 
communications personnel at all levels of 
State and local government. 
i. Guide and assist State and local governments 
in the execution of their communications 
training and education programs. 
j. Provide FCC with requirements pertaining 
to development of CONELRAD plans for all 
civil and State and local government com- 
munications. (See the DOD-FCC-OCDM 
Memorandum of Agreement concerning 
CONELRAD. ) 
. Develop and provide program source mate- 
rial to State and local authorities for use in 
civil defense programing of an emergency 
nature by broadcast stations operating 
under CONELRAD and post-CONELRAD 
conditions. 

. Provide stimulation, guidance, and assistance 

to Federal departments and agencies, State 

and local governments, and private organi- 
zations concerning measures to: 

(1) Protect their communications facilities 
and operating personnel from the effects 
of attack. 

(2) Facilitate restoration and resumption of 
service after attack. 


2. The Federal Communications Commission shall: 
a. Carry out that authority vested in the 






President by Section 606(c) of the Communi- 
cations Act of 1934, as amended, as delegated 
to the Commission in Executive Orders 10312 
and 10438, with respect to radio stations, with 
the exception of radio stations belonging to 
and operated by any department or agency 
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of the United States, to minimize the use of 
the electromagnetic radiations of such sta- 
tions. (The plans of the Commission for 
exercising its CONELRAD authority shall 
not become effective until they have been 
concurred in by the Secretary of Defense and 
the Director of OCDM.) 

. Issue appropriate rules, regulations, orders, 
and instructions and take such other action 
as may be necessary to assure the timely and 
effective operation of the plans to effect 
the control of electromagnetic radiations 
(CONELRAD) between 10 kilocycles and 
100,000 megacycles. 

. The General Services Administration shall carry 

out the provisions of Executive Order 9471 of 

1944, Public Law 413 of 1946, and the Federal 

Property and Administrative Services Act of 

1949, to provide a fast, reliable, and economical 

means of communications for the Federal 

civilian activities. 

. Recommendations for changes in national 

CONELRAD policy will be submitted by the 

recommending agencies to OCDM and DOD for 

consideration as to conformance with the intent 
of subsection 606(c) of the Communications Act 

of 1934, as amended, and Executive Order 10312. 

Information copies of such recommendations 

will be submitted to FCC. Changes in CONEL- 

RAD operating procedures, other than minor 

changes in internal agency plans, will be coordi- 

nated through existing command or liaison 
channels with the Commander-in-Chief, 

North American Air Defense Command 

(CINCNORAD). 
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5. The head of each Federal department or agency, 
with respect to stations belonging to and oper- 
ated by such agency, shall, pursuant to the 
authority vested in the President by section 305 
of the Communications Act of 1934, as amended, 
prepare and put into effect such plans as may be 
necessary to minimize the use of electromagnetic 
radiation of these stations in event of attack or 
imminent threat thereof as an aid to hostile 
aircraft, guided missiles, and other devices 
capable of direct attack upon the United States. 
Such plans shall not become effective until they 
have been concurred in by the Secretary of De- 
fense and the Director of OCDM. 

6. Federal departments and agencies, in coordina- 
tion with OCDM, shall develop their essential 
emergency communications facilities as are 
required to meet their defense mobilization 
responsibilities. 

B. State and Local Governments 
State and local governments will: 

1. Improve their existing communications systems 
to the maximum practicable and will augment 
them with new systems and facilities as required 
to meet the threat of nuclear attack. 

2. Continue to improve or provide protected facil- 
ities and increase the effectiveness and security 
of the communications systems between the 
State emergency operational centers and its 
political subdivisions. 

3. Provide protected facilities and systems for use 
in local areas for carrying operational and sur- 
vival information and directives. 

4. Develop and implement communications plans 

that include the communications requirements 
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for all emergency civil defense operational 

services. 

5. Encourage enrollment of personnel and expan- 
sion of facilities for the Radio Amateur Civil 
Emergency Service (RACES) and further incor- 
porate this valuable communications resource 
into basic operational plans. 

6. Develop and institute periodic tests, inspections, 
and exercises to determine the operational 
readiness and capabilities of State and local 
communications systems and activate these 
systems in times of actual emergency. 

7. Develop and implement plans for the emergency 
use of broadcast facilities. 

8. Provide emergency information and _ instruc- 
tions to the public. 

9. Provide and conduct training and educational 
programs to develop competent communications 
operators and maintenance personnel. 

10. Utilize the facilities and personnel of nongov- 
ernment entities in operational communications 
plans to the greatest extent possible. 

C. Private Organizations 

1. Private organizations will: 

a. Cooperate with appropriate government 
agencies for planning and implementing the 
use of communication facilities necessary 
for: 

(1) The continued function or restoration 
of essential elements of the national 
economy. 

(2) The augmentation of existing govern- 
ment communications facilities where 
appropriate for the execution of civil 
defense missions. 


[14] 
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b. Protect their communications facilities and 
operating personnel against the effects of 
attack. 


ce. In coordination with State and local govern- 
ments, participate in tests and exercises to 
develop emergency operational capabilities. 


2. Under conditions of a CONELRAD radio alert, 


all radio stations are required to operate under 
the specific CONELRAD plans for the radio 
service involved. 


[ 15 J 
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Part Two: National Telecommunications 


I. Definitions “ 


A. Government communications facilities are 
those owned and operated by the United States Govern- 
ment. Government radio facilities use frequencies 
assigned by the President or assigned under his dele- 
gated authority. 

B. Nongovernment communications facilities are 
those owned or leased by and operated by other than 
the United States Government. Nongovernment radio 
facilities are licensed by and operate under the Rules 
and Regulations of the Federal Communications Com- 
mission (FCC)” and include: 

1. Common carrier communications, provided by 
public utilities engaged in rendering public com- 
munications services for hire in interstate or 
foreign communication by wire or radio. 

2. State (or political subdivisions thereof) com- 
munications, provided by facilities owned or 
leased by and operated by such entities. 

3. Private communications, provided by facilities 
owned or leased by and operated by entities 
other than those mentioned above. 


II. Assumptions” 


A. Assoon as possible after attack a Federal emer- 
gency communications agency would be established by 
the President, whose pertinent authority” would be 
delegated to the head of that agency. 


16“Telecommunications” is defined in Part One, Section I.A of this 
annex. The definitions set forth in Section 2.1 of the FCC Rules and 
Regulations are also applicable. 


"See Executive Orders 10312 and 10705. 
18See Part One of this annex and Annex 1, Planning Basis. 
'*See Section V.A below. 
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B. Until such an emergency agency could be estab- 
lished, the actions and procedures published herein 
would be applied under the authority residing in the 
Director, OCDM, pursuant to the provisions of Execu- 
tive Order 10705. 


III. General Responsibilities 


A. Federal Government 
The Federal Government is responsible for plans, 
directives, and procedures to carry out the responsibil- 
ities of the President for the control over and priority 
use of telecommunications in time of war emergency 
and to the extent feasible making these plans known to 
government, industry, and the public in advance of an 
emergency. 
B. State and Local Governments 
State and local governments shall assure that com- 
munication plans developed under their responsibilities 
are compatible with known Federal plans for the emer- 
gency control and use of national teleecommunication in 
order that State and local actions will not be disruptive 
to the overall national telecommunication effort. 
C. Common Carriers 
Communication common carriers are responsible 
for planning for the operation of their networks and 
facilities during war emergency in conformance with 
known national telecommunication plans and objectives. 
D. Industry and Organizations 
Industry and private organizations are responsible 
for taking into account, and incorporating in plans for 
postattack operations, known national plans for the 
control and use of national teleeommunication, particu- 
larly those priority systems for public telephone calls 
and telegraph messages, and for the resumption of 
intercity private line service. 
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IV. Procedures 


A. Radio Frequencies 


Bs 


Control in an emergency—tThe use of radio 
frequencies between 10 kilocycles and 100,000 
megacycles during the continuance of a war in 
which the United States is engaged will be gov- 
erned by the Director, OCDM, or his successor 
emergency communications agency (pursuant 
to the delegated authority cited in Section V.A 
below). 


. Scope—The procedures set forth below are ap- 


plicable to all use of radio frequencies between 
10 kilocycles and 100,000 megacycles. They do 
not supersede or revise the provisions and pro- 
cedures contained in mobilization plans for the 
use of radio frequencies. 


. Implementation—The procedures will be imple- 


mented within the framework of the following 

conditions: 

a. The United States will continue the policy 
that a basic guide to follow in the normal 
assignment and use of radio frequencies for 
transmission purposes is the avoidance of 
harmful interference. The avoidance of 
harmful interference is the responsibility of 
each frequency-assignment authority and 
each user of frequencies. Each user of fre- 
quencies is responsible for determining 
whether prior coordination is necessary and 
for carrying out appropriate coordination be- 
fore taking a frequency into use. 


b. All outstanding authorizations by the 


Interdepartment Radio Advisory Committee 
(IRAC) to Government radio stations will 
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remain in effect unless ordered otherwise by 
the Director, OCDM, or his successor emer- 
gency communications agency. 


. Rules and regulations of the Federal Com- 


munications Commission (FCC) pertaining 
to the use of radio frequencies will remain in 
effect unless ordered otherwise by the Direc- 
tor, OCDM, or his successor emergency 
communications agency. 


. The Director, OCDM, or his successor emer- 


gency communications agency, will: 
(1) Publish and distribute, insofar as it is 
practicable, policies, standards, instruc- 
tions, procedures, and information on 
frequency usage for the guidance of all 
concerned. (This information has been 
published in DMO IX-3 and in annexes 
to DMO IX-4, and is available from 
OCDM.) 
Receive requests for assignment of fre- 
quencies, review such requests, accom- 
plish necessary additional coordination, 
consider all pertinent views and com- 
ments on proposed uses of frequencies, 
and grant or deny, as appropriate, the 
assignment of such frequencies. 
(3) Monitor the frequency coordination 
process and expedite as necessary. 
Adjudicate conflicting requests for fre- 
quencies or conflicting comments on pro- 
posed frequency usage. 
(5) Inform promptly all agencies of 
decisions. 


(2 


mee 


(4 


—_— 


. Because the technically complex task of co- 


ordinating and assigning radio frequencies 
can be performed more effectively by the 
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highly skilled individuals normally represent- 
ing their agencies on the IRAC Frequency 
Assignment Subcommittee (FAS), it is plan- 
ned, by mutual agreement with the agencies 
concerned, that the Government agencies will 
detail their FAS representatives to OCDM, 
or its successor emergency communica- 
tions agency, immediately upon engagement 
in a war, to assist in the assignment of 
frequencies. 
4. Specific Procedures 

a. Federal agencies, including the Military 
Services in instances not provided for other- 
wise, and nongovernment entities having 
need for assignment of frequencies for new 
or additional radio operations or for modifi- 
cation of outstanding authorizations which 
would involve a change in the frequency 
usage pattern, shall present such require- 
ments, together with nominated frequencies 
and a statement of coordination accom- 
plished, in accordance with the following 


procedures: 
(1) United States, its territories, and 
possessions: 


(a) U.S. Federal agencies, including the 
Military Services in instances not 
provided for otherwise, shall pre- 
sent their requirements, together 
with nominated frequencies and a 
statement of coordination accom- 
plished, to the Director, OCDM, or 
his suecessor emergency communi- 
cations agency. Necessary coordi- 
nation with other users of radio will 
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(b) 


(c) 


be accomplished insofar as practi- 
cable before presenting such re- 
quirements. 

The Department of Defense will 
keep the Director, OCDM, or his suc- 
cesssor emergency communications 
agency, informed of military use of 
radio frequencies under delegated 
or broad assignment authority. 
Nongovernment entities will con- 
tinue, as heretofore, to present 
applications to the Federal Com- 
munications Commission (FCC). 


(2) United States Theaters of Operation: 
(a) All requests for assignment, coordi- 


(b 


_—~ 


nation, and use of radio frequencies 
within U.S. Theaters of Operation 
(worldwide, including the United 
States, its territories, and posses- 
sions) shall be in accordance with 
procedures prescribed by the Secre- 
tary of Defense. 

The procedures established by the 
Secretary of Defense for use in U.S. 
Theaters of Operation will include 
provision for appropriate coordina- 
tion with the Director, OCDM, or his 
successor emergency communica- 
tions agency, and with other USS. 
Flag use” of frequencies in exter- 
ritorial areas. 


(3) Exterritorial Areas: 
(a) All U.S. Flag use of radio frequen- 


cies in exterritorial areas shall be 


**“Flag use’’ means anywhere a United States flag is flown. 
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coordinated with the Director, 
OCDM, or his successor emergency 
communications agency, and with 
other U.S. Flag uses of frequencies 
by the entity responsible for the 
radio operation. 

The Department of State will co- 
ordinate with the Director, OCDM, 
or his suecessor emergency com- 
munications agency, before concur- 
ring in the use or change of use 
of frequencies by U.S. common 
carriers operating in exterritorial 
areas. 

The Department of the Interior will 
coordinate with the Director,OCDM, 
or his successor emergency com- 
munications agency, before author- 
izing the use or change of use of 
frequencies in the Trust Territory 
of the Pacific Islands. 


The Department of Defense will co- 
ordinate with the Director, OCDM, 
or his successor emergency com- 
munications agency, concerning the 
use or change of use of frequencies 
in the Panama Canal Zone. 


The United States Information 
Agency will coordinate with the 
Director, OCDM, or his successor 
emergency communications agency, 
with U.S. Theater Commanders, 
and with host countries before 
taking frequencies between 5 and 
27 megacycles into use for broad- 
cast purposes. 
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rr, b. Requests for frequency assignments. Re- 
cy quests by Government agencies for frequency 
th assignments will be submitted in the format 
a ! of Form OCDM-88 (revised December 1958), 


normally used in applying to the IRAC. 
(1) In applications by mail or pouch, Form 
- OCDM-88 will be completed in its en- 


M, tirety and submitted in duplicate. The 
- prior coordination effected with inter- 
a ested agencies and their comments will 
a be indicated thereon. The applicant 
. al will address a copy of the request, insofar 
as practicable, to each interested agency, 
al indicating on the submission to OCDM, 
M or its successor emergency communica- 
a tions agency, the distribution attempted. 
i, (2) In applications by telephone or teletype 
of messages, Form OCDM-88 will be used 
rv as a guide. Information about inter- 
agency coordination effected will be in- 
wins cluded in the message. 
M, ec. Interagency coordination: 
m- (1) Interagency coordination of requests for 
he assignment of frequencies may be initi- 
ies ated by the applicant or by the Director, 
OCDM, or his successor emergency com- 
on munications agency, in writing or by 
he means of electrical communication. In 
or instances where the applicant is unable 
cy, to communicate with interested agencies 
rs, or agency response has not been indi- 
re cated on the application, the Director, 
nd OCDM, or his successor emergency com- 
id- munications agency, will try to accom- 


plish the coordination. 
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(2) 


(3) 


(4 


— 


Each agency requested to comment on 
a proposed assignment will respond with- 
in 24 hours, giving final comments or 
requesting additional time. Request 
for additional time will be accompanied 
by the reason for delay. Requests for 
coordination will be acted on in keeping 
with the urgency indicated in the 
request. 

Agency comments on frequency requests 
by other agencies will be constructive in 
nature and realistic in light of the situa- 
tion. Frequency sharing, on a time or 
geographical basis, will be followed 
wherever practicable. Alternate fre- 
quencies will be suggested when use of 
the nominated frequency is considered 
to be impractical. Reasons for noncon- 
currence in a proposal will be given. 
Each agency commenting will address 
comments to each agency addressed in 
the initial request. 

Coordination necessary with Theaters of 
Operation or the military services of our 
allies will be accomplished, as appropri- 
ate, by the Department of Defense with- 
out specific request other than the initial 
coordination request to the Department. 
Coordination necessary for U.S. Flag 
use in exterritorial areas, except in US. 
Theaters of Operation, will be accom- 
plished by the interested U.S. Govern- 
ment agency with the Director, OCDM, 
or his successor emergency communi- 
cations agency, with other U.S. Govern- 
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n | ment agencies in exterritorial areas, 
n- and with host countries likely to be 
or affected, through channels of communi- 
st cation usually employed. 

od (6) The coordination process will be moni- 
or tored by the Director, OCDM, or his 
1g successor emergency communications 
ne agency, and expedited as necessary. 

(7) Direct communication between Frequen- 
ts ey Coordinators of the Government 
in departments and agencies on technical 
a- matters involved in coordination of 
or frequencies is authorized. Communica- 
ed tions concerned with frequency coordi- 
‘e nation matters should be addressed to 
of the department or agency, making use 
ed of internal address indicators. 

n- (8) The agency making the final decision in 
n. the use of a frequency, normally the 
SS Director, OCDM, or his successor emer- 
in gency communications agency, shall 
inform all agencies that have partici- 
of pated in the coordination of a particular 
ur frequency use, or have a need to know, 
ri- of that decision. 
h- d. Assignment of frequencies: 
ial (1) The Director, OCDM, or his successor 
nt. emergency communications agency, will 
ag’ review requests for assignment of 
S. frequencies, accomplish necessary addi- 
m- tional coordination, consider all perti- 
n- nent views and comments on proposed 
M, uses of frequencies, and grant or deny, as 
ni- appropriate, the assignment of such 
‘n- frequencies. 
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(2) All coneerned will be informed promptly 
of decisions by the Director, OCDM, or 
his successor emergency communica- 
tions agency. 


B. International Telecommunication Service 


1. Control in an emergency—tThe exclusive use, 
by lease or otherwise, of common carrier inter- 
national radio and cable channels or transmit- 
ting facilities will be governed by the Director, 
OCDM, or his successor emergency communica- 
tions agency (pursuant to the delegated author- 
ity cited in Section V.A below). 

. Scope—tThese procedures provide a method for 
the submission of wartime requirements for 
telecommunication channels between the United 
States, its territories and possessions, and over- 
seas or foreign points which are intended for 
satisfaction by employment of other than Gov- 
ernment-owned facilities. The procedures do 
not supersede or revise the provisions and 
procedures contained in mobilization plans for 
the use of international telecommunication 
channels. 

. General procedure—Federal agencies having 
need for the telecommunication facilities which 
fall into the above category for use in the event 
of an emergency shall present such require- 
ments to OCDM, or to its successor emergency 
communications agency. 


4. Department of Defense: 






a. The Department of Defense will assume the 
responsibility for reviewing and coordinating 
the method of satisfying and funding for all 
military requirements for channels of com- 
munication such as_ heretofore outlined, 
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including military requirements for overseas 
bases, NATO, SEATO, and other foreign 
countries. 

. The Department of Defense will approve 
all such requirements prior to transmittal for 
consideration. 


. Department of State: 

a. The Department of State will assume the 
responsibility of receiving and reviewing for 
completeness and appropriateness, including 
funding, any requirements other than mili- 
tary falling within the aforementioned cate- 
gories and emanating from foreign countries. 

. The Department of State will approve all 
such requirements prior to transmittal for 
consideration. 


. Others: 

a. In an emergency those entities other than 
Federal agencies having need for telecom- 
munication facilities which fall into the above 
category shall present their requirements to 
the common earrier that would normally 
provide the service. 

. The common carrier on whom the demand 
for service has been placed will, in turn, 
refer the request to OCDM, or its successor 
emergency communications agency, via the 
Federal Communications Commission, for 
consideration. 


. Office of Civil and Defense Mobilization— 
OCDM, or its successor emergency communica- 
tions agency, will assume the responsibility for 
coordinating and integrating, when practicable 
within national mobilization plans, requirements 
under the foregoing categories which are pre- 
sented to it, making use of the knowledge, 
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information, and advice of the Federal Com- 
munications Commission in the process of 
satisfying requirements which have been pre- 
sented, with due regard for the facilities which 
must remain under the control of the commercial 
companies and those which must be generally 
available to the public and the Government in 
the degree considered necessary. 


C. Domestic Common Carrier Telecommunication Services 


1. Planning basis—The principle which has been 
followed in establishing a procedure for the 
utilization of the Nation’s domestic telephone 
and telegraph services is that the common car- 
rier (Bell System, Independents, Western 
Union) is the only entity physically capable of 
satisfying demands for nationwide service. 
Consequently, demands for domestic telecom- 
munication service should always be made 
initially to the common carrier that normally 
provides the service. Based upon this principle, 
the Government, in cooperation with industry, 
has completed programs for the priority use of 
the Nation’s telephone and telegraph systems 
and for the priority resumption of intercity 
private line service when interrupted. These 
programs have been promulgated and are in 
voluntary use throughout the Nation today, 
and their application will be mandatory in a 
situation under which the country is attacked. 
(Issued in DMO IX-4 as Annex 3. This informa- 
tion will be issued as an appendix to Annex 15.) 

. Telephone calls and telegraph messages pre- 
cedence systems: 


a. The Precedence Systems for Public Corres- 
spondence telephone calls, TWX, and tele- 
graph messages essential to the national 
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n- defense and security have been made avail- 
of able on a national basis in order that vital 
'e- information may be transmitted throughout 
ch the country without delay during periods of 
al extreme stress. 
lly b. The degree of priority to be accorded such 
in public correspondence is furnished to the sup- 
plier of service in accordance with the user’s 
ces interpretation of the degree of urgency. The 
o user will be responsible in any postemergency 
“te review for the priorities which he has invoked. 
ae 3. Resumption of private line service priority 
ar- system—tThe Priority System for the Resump- 
rn tion of Intercity Private Line Service provides 
of for a procedure in which certification of a private 
ce. line within a priority category is made by the 
m- user to the common carrier furnishing the serv- 
ide ice. Certifications, to be effective, must be made 
lly in advance and should be maintained in a cur- 
sle, rently corrected status. These certifications 
ry will form the basis upon which a determination 
| of may be made to govern the degree of priority 
oon under which such service is to be restored. 
‘it y (Certifications are received by the common 
—- carriers. ) 
in 4. New or additional telephone or private line 
lay, service: 
na a. Requests for new or additional telecommuni- 
ced. cation service, including private line, TWX, 
na- and telephone service, should be submitted 
5.) directly to the common carrier which normally 
furnishes the service. 
bre- b. Demands which impinge upon the carrier’s 
ability to furnish essential service, because 
res- they would place a strain upon existing man- 
ele- power, available equipment, and other 
nal resources needed and consumed in the course 
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of furnishing essential service, will be re- 
ferred to OCDM, or its emergency communi- 
cations agency, for decision, with a certified 
outline of necessity which will describe the 
applicant’s proposed use of the service 
requested. 


V. Execution 


These Procedures are applicable under the Presi- 
dent’s authority contained in subsection 305(a) and 
subsections 606(a), (ec), and (d), of the Communica- 
tions Act of 1934, as amended,” delegated by Executive 
Order 10705 to the Director of the Office of Civil and 
Defense Mobilization, and by the Director, OCDM, to his 
successor emergency communications agency. 


1. The delegated authority under subsection 
305(a) and 606(a) may be exercised only during 
the continuance of a war in which the United 
States is engaged. 


. The delegated authority under subsections 
606(c) and 606(d) may be exercised only upon 
proclamation by the President that there exists 
a state of war involving the United States. 


B. These Procedures shall be applied upon order of 
the Director, OCDM, or his successor emergency com- 
munications agency, announcing the assumption of 
control over national teleecommunications pursuant to 
Executive Order 10705, following a proclamation by the 
President that there exists a state of war involving the 
United States. Such an order may be issued by the 
Director, OCDM, in advance of an emergency or 
proclamation, as a contingent order to become effective 
upon Presidential proclamation or upon attack. 


"Subsection 305(a) is concerned with assignment of radio fre- 
quencies to U.S. Government stations; subsections 606(a), (c), and (d) 


pertain to control over and priority use of telecommunications in time 
of war. 
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APPENDIX III 
[Reprinted from the Federal Register, Nov. 20, 1958] 


TITLE 32A—NATIONAL DEFENSE, APPENDIX 


CHAPTER I—OFFICE OF CIVIL AND DEFENSE MOBILIZATION 
[Defense Mobilization Order IX-4] 


DMO IX-4—PROcEDURES FOR OBTAINING TELECOMMUNICATION RESOURCES DURING 
on FoR Use DurInNG A NATIONAL EMERGENCY 


By virtue of the authority vested in me by the National Security Act of 1947, 
as amended; the Defense Production Act of 1950, as amended; Executive Order 
10460 of June 16, 1953, as amended ; Executive Order 10480 of August 14, 1953, as 
amended ; Executive Order 19705 of April 17, 1957, as amended; and Executive 
Order 10773 of July 1, 1958, as amended; there are established hereby procedures 
for obtaining telecommunication resources during or for use during a national 
emergency. 

SEcTION 1. Purpose. .01 The purpose of this order is to set forth procedures 
under which Government and private entities may have available telecommunica- 
tion resources vital to the national interest during a national emergency. 

Sec. 2. Scope. .01 These procedures are applicable under the President’s 
authority contained in subsection 305(a) and subsections 606(a), (c), and (d), 
of the Communications Act of 1934, as amended, delegated by Executive Order 
10705 to the Director of the Office of Civil and Defense Mobilization, and by the 
Director, OCDM, or his successor emergency communications agency. 

1. The delegated authority under subsections 305(a) and 606(a) may be 
exercised only during the continuance of a war in which the United States is 
engaged. 

2. The delegated authority under subsections 606(c) and 606(d) may be exer- 
cised only upon proclamation by the President that there exists a state of war 
involving the United States. 

0.2 These procedures are applicable to the following elements of national tele- 
communication : 

(a) Radio frequencies, 

(b) International telecommunication services, and 

(c) Domestic telecommunication services. 

Sec. 3. Assumption. .01 It is assumed that, following an attack upon the 
United States, an emergency communications agency will be established. 

.02 Upon the creation of an emergency communications agency, the tele 
communication authority vested in the Director, OCDM, by Executive Orders 
10460 and 10705 will be delegated to the Administrator of the emergency agency 
unless it has been physically impossible to do so because of limitations of time 
and space, in which case these procedures will be applied under the authority 
residing in the Director, OCDM. 

Sec 4. National Defense policy. .01. It shall be the policy of the United 
States in time of war or national emergency, as proclaimed by the President, 
to have available to the Government of the United States the total telecommuni- 
cation resources of the Nation for utilization with due regard to the extent of 
the war or emergency and to the continuing operation of services considered to 
be essential or desirable for the welfare and interest of the United States during 
such a time. 

Sec. 5. Procedures. .01 The procedures applicable to the following elements 
of national telecommunications are set forth in the following Annexes: 

Annex 1—Radio Frequencies. 

Annex 2—International Telecommunication Services. 

Annex 3—Domestic (Common Carrier) Telecommunication Services. 

Dated : November 6, 1958. 

Leo A. Hoge, Director. 
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ANNEX 1—PROCEDURES FOR COORDINATION, APPLICATION FOR, AND ASSIGNMENT OF 
Rapio FREQUENCIES DURING THE CONTINUANCE OF A WAR IN WHICH THE 
UNITED STATES IS ENGAGED AND/OR DURING THE DISPERSAL OF FEDERAL Gov- 
ERNMENT AGENCIES TO EMERGENCY RELOCATION SITES 


The use of radio frequencies between 10 kce/s and 100,000 Mc/s during the 
continuance of a war in which the United States is engaged, will be governed 
by the Director of the Office of Civil and Defense Mobilization (OCDM) or his 
successor emergency communications agency pursuant to the delegated authority 
cited in the basic Defense Mobilization Order. 

Section 1. Purpose. .01 The purpose of this Annex is to provide specific 
guidance to those agencies which may have need for the use or assignment of 
radio frequencies during the continuance of a war in which the United States 
is engaged and/or when Government agencies are operating from emergency 
relocation sites. 

Sec. 2. Scope. .01. These procedures are applicable to all use of radio fre- 
quencies between 10 kc/s and 100,000 Mc/s during the continuance of a war in 
which the United States is engaged, and to the coordination, application and 
assignment pertaining thereto. 

.02 These procedures do not supersede or revise the provisions and procedures 
contained in mobilization plans for the use of radio frequencies. 

Sec. 3. Assumptions. .01. During the continuance of a war involving attack 
upon the United States or during a period when Government agencies are oper- 
ating from emergency relocation sites, it probably would not be practicable for 
the Interdepartment Radio Advisory Committee (IRAC) to continue to function 
as a committee as heretofore. In that event, in the immediate post-attack period, 
new or revised assignments of radio frequencies will be made by the Director, 
OCDM, or his successor emergency communications agency, under authority 
delegated by the President. The provisions of Executive Order 10695—A, or 
subsequent superseding order, wherein the IRAC is authorized to assign frequen- 
cies to Government agencies will be suspended until it is feasible for the IRAC 
to resume functioning. 

Sec. 4. Activation. .01 These procedures shall be applied in the coordination, 
application for and assignment of radio frequencies upon order of the Director, 
OCDM, or his successor emergency communications agency, announcing the 
assumption of control of the use of radio frequencies pursuant to Executive 
Order 10705, following a proclamation by the President that there exists a state 
of war involving the United States. Such an order may be issued by the Di- 
rector, OCDM, in advance of an emergency or proclamation, as a contingent 
order to become effective upon Presidential proclamation or upon attack. 

Sec. 5. Implementation. .01 These procedures will be implemented within 
the framework of the following conditions : 

1. The United States will continue to adhere in principle to the International 
Telecommunication Union (ITU) Radio Regulations. Reliance will be placed 
on Paragraph 88, Article 3 of the Atlantic City, 1947, Radio Regulations and 
Article 48 of the Buenos Aires, 1952, Convention for the conduct of radio opera- 
tions which could not be carried on otherwise in accordance with the ITU 
Table of Frequency Allocations. 

2. The United States will continue the policy that a basic guide to follow 
in the normal assignment and use of radio frequencies for transmission pur- 
poses is the avoidance of harmful interference. The avoidance of harmful in- 
terference is the responsibility of each frequency assignment authority and each 
user of frequencies. Each user of frequencies is responsible for determining 
whether prior coordination is necessary and for carrying out appropriate co 
ordination before taking a frequency into use. 

3. All outstanding authorizations by the Interdepartment Radio Advisory 
Committee (IRAC) to Government radio stations will remain in effect unless 
ordered otherwise by the Director, OCDM, or his successor emergency commu 
nications agency. 

4. Rules and regulations of the Federal Communications Commission (FCC) 
pertaining to the use of radio frequencies will remain in effect unless ordered 
otherwise by the Director, OCDM, or his successor emergency communications 
agency. 


op 


to 
pli 


Ge 
M 
re 
na 
mi 
ac 


ce! 
fre 


as 
sic 


Cor 
(¥ 


the 
1ed 
his 
‘ity 


ific 

of 
tes 
ney 


fre- 
- in 
ind 


ack 
er- 
for 
‘ion 
lod, 
tor, 
rity 

or 
1en- 
FAC 


ion, 
tor, 

the 
tive 
tate 


rent 
thin 
onal 


and 
era- 
[TU 


llow 
pur- 
| in- 
ach 
ning 
» CO- 


sory 
less 
imu- 


CC) 
ered 
ions 


PROTECTION OF DEFENSE COMMUNICATIONS 61 


5. The Director, OCDM, or his successor emergency communications agency 
will: 

(a) Publish and distribute, insofar as it is practicable, policies, standards, in- 
structions, procedures, and information on frequency usage for the guidance of 
all concerned. . : 

(b) Receive requests for assignment of frequencies, review such requests, ac- 
complish necessary additional coordination, consider all pertinent views and 
comments on proposed uses of frequencies, and grant or deny, as appropriate, 
the assignment of such frequencies. 

(c) Monitor the frequency coordination process and expedite as 
necessary. 

(d) Adjudicate conflicting requests for frequencies or conflicting comments 
on proposed frequency usage. 

(e) Inform promptly all agencies of decisions. 

6. Because the technically complex task of coordinating and assigning radio 
frequencies can be performed more effectively by the highly skilled individuals 
normally representing their agencies on the IRAC Frequency Assignment Sub- 
committee (FAS) than by less experienced persons, it is planned by mutual 
agreement with the agencies concerned that the Government agencies will detail 
their FAS representatives to the OCDM, or its successor emergency communica- 
tions agency, immediately upon engagement in a war, to assist in the assign- 
ment of frequencies. 

Sec. 6. Procedures. .01 U.S. Federal Government agencies, including the 
Military Services in instances not provided for otherwise, and non-government 
entities having need for assignment of frequencies for new or additional radio 
operations or for modification of outstanding authorizations which would involve 
a change in the frequency usage pattern, shall present such requirements, 
together with nominated frequencies and a statement of coordination accom- 
plished, in accordance with the following procedures: 

1. Continental United States, its Territories and possessions—(a) Federal 
Government agencies. (1) U. S. Federal Government agencies, including the 
Military Services in instances not provided for otherwise, shall present their 
requirements, together with nominated frequencies and a statement of coordi- 
nation accomplished, to the Director, OCDM, or his successor emergency com- 
munications agency. Necessary coordination with other users of radio will be 
accomplished insofar as practicable before presenting such requirements. 

2) The Department of Defense will Keep the Director, OCDM, or his suc- 
cessor emergency communications agency, informed of military use of radio 
frequencies under delegated or broad assignment authority. 

(b) Non-Government entities. (1) Non-Government entities will continue, 
as heretofore, to present applications to the Federal Communications Commis- 
sion (FCC). 

2. United States Theaters of Operation. (a) All requests for assignment, 
coordination and use of radio frequencies within U.S. Theaters of Operation 
(world-wide, including the Continental United States, its Territories and Pos- 
sessions) shall be presented in aecordance with procedures prescribed by the 
Secretary of Defense. 

(b) The procedures established by the Secretary of Defense for use in U. S. 
Theaters of Operation will include provision for appropriate coordination of 
proposed frequency usage with the Director, OCDM, or his successor emergency 
communications agency, and with other U. S. Flag use of frequencies in exterri- 
torial areas. 

3. Exterritorial areas. (a) All U. 8. Flag use of radio frequencies in Exter- 
ritorial Areas shall be coordinated with the Director, OCDM, or his successor 
emergency communications agency, and with other U. S. Flag uses of frequencies 
by the entity responsible for the radio operation. 

(b) The Department of State will coordinate with the Director, OCDM, or 
his successor emergency communications agency, before concurring in the use 
or change of use of frequencies by U. S. common carriers operating in exterri- 
torial areas. 

(c) The Department of the Interior will coordinate with the Director, OCDM, 
or his successor emergency communications agency, before authorizing the use 
or change of use of frequencies in the Trust Territory of the Pacific Islands. 
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(d) The Department of Defense will coordinate with the Director, OCDM, 
or his successor emergency communications agency, concerning the use or 
change of use of frequencies in the Panama Canal Zone. 

(e) The United States Information Agency will coordinate with the Director 
OCDM, or his successor emergency communications agency, with U.S. Theater 
Commanders and host countries before taking frequencies between 5 and 27 
Mc/s into use for broadcast purposes. 

02 Requests for frequency assignment. 1. Requests by Government agen- 
cies for frequency assignments will be submitted in the format of Form ODM- 
88 (rev. June 1956) normally used in applying to the IRAC. 

(a) In applications by mail or pouch Form 88 will be completed in its en- 
tirety and submitted in duplicate. The prior coordination effected with in- 
terested agencies and their comments will be indicated thereon. The applicant 
will address a copy of the request, insofar as it is practicable, to each interested 
agency, indicating on the submission to OCDM, or its successor emergency cOm- 
munications agency, the distribution attempted. 

(b) In applications by telephone or teletype message, Form 88 will be used 
asa guide. Information about inter-agency coordination effected will be included 
in the message. 

08 Inter-agency cOordination. 1. Inter-agency coordination of requests for 
assignment of frequencies may be initiated by the applicant or by the Director, 
OCDM, or his successor emergency communications agency, in writing or by 
means of electrical communication. In instances where the applicant is unable 
to communicate with interested agencies or agency response has not been indi- 
eated on the application, the Director, OCDM, or his successor emergency com- 
munications agency, will try to accomplish the coordination. 

2. Bach agency requested to comment on a proposed assignment will respond 
within 24 hours giving final comments or requesting additional time. Request 
for additional time will be accompanied by the reason for delay. Requests for 
coordination will be acted on in keeping with the urgency indicated in the 
request. 

3. Agency comments on frequency requests by other agencies will be con- 
structive in nature and realistic in light of the situation. Frequency sharing, 
on a time or geographical basis, will be followed wherever practicable. Alter- 
nate frequencies will be suggested when use of the nominated frequency is con- 
sidered to be impractical. Reasons for non-concurrence in a proposal will be 
given. Each agency commenting will address comments to each agency ad- 
dressed in the initial request. 

4. Coordination necessary with Theaters of Operation or the Military Services 
of our Allies will be accomplished, as appropriate, by the Department of De- 
fense without specific request other than the initial coordination request to the 
Department. 

5. Coordination necessary for U.S. Flag use in exterritorial areas, except in 
U.S. Theaters of Operation, will be accomplished by the interested U.S.-Govern- 
ment agency with the Director, OCDM, or his successor emergency communica- 
tions agency, with other U.S. Government agencies in exterritorial areas, and 
host countries likely to be affected, through channels of communication usually 
employed. 

6. The coordination process will be monitored by the Director, OCDM, or his 
successor emergency communications agency, and expedited as necessary. 

7. Direct communication between Frequency Coordinators of the Government 
Departments and Agencies on technical matters involved in coordination of fre- 
quencies is authorized. Communications concerned with frequency coordina- 
tion matters should be addressed to the Department or Agency, making use of 
internal address indicators. 

8. The agency making the final decision in the use of a frequency, normally 
the Director, OCDM, or his successor emergency communications agency, shall 
inform all agencies who have participated in the coordination of a particular 
frequency use, or have a need-to-know, of that decision. 

0.4 Assignment of frequencies. 1. The Director, OCDM, or his successor emer- 
gency communications agency, will review requests for assignment of frequencies, 
accomplish necessary additional coordination, consider all pertinent views and 
comments on proposed uses of frequencies, and grant or deny, as appropriate, the 
assignment of such frequencies. 


2. All concerned will be informed promptly of decisions by the Director. 


OCDM, or his successor emergency communications agency. 
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Sec. 7. Termination. .01 Use of these procedures will be terminated when the 
authority delegated by Executive Order 10705 ceases to be in force or when the 
Director, OCDM, or his successor emergency communications agency directs the 
IRAC to resume its functioning. 

Sec. 8. Effective date. .01 These procedures become effective for use as pro- 
vided upon promulgation of the basic Defense Mobilization Order. 


ANNEX 2—PROCEDURES FOR OBTAINING INTERNATIONAL TELECOMMUNICATION SERV- 
IcE (RaDIO AND CABLE) DURING OR For USE DurRING A NATIONAL EMERGENCY 


The exclusive use, by lease or otherwise, of common carrier international radio 
and cable channels or transmitting facilities, will be governed by the Director 
of the Office of Civil and Defense Mobilization (OCDM) or his successor emer- 
gency comunications agency pursuant to the delegated authority cited in the basic 
Defense Mobilization Order. 

Sec. 1. Purpose. .01. The purpose of this Annex is to provide specific guidance 
to those entities which may have need for the exclusive use of international chan- 
nels of telecommunication during an emergency and/or during the continuance of 
a war in which the United States is engaged. 

Sec. 2. Scope. .01 These procedures provide a method for the submission of 
wartime requirements for telecommunication channels between the United States, 
its Territories and Possessions and overseas or foreign points which are intended 
for satisfaction by employment of other than Government-owned facilities. 

02. Although in this Annex, they are keyed to the mobilization planning effort, 
the same procedures will continue in effect during an emergency after mobiliza- 
tion plans may have been implemented. In so doing, the processing of stated 
requirements will be for the purpose of immediate satisfaction and activation, 
rather than for inclusion in mobilization plans. 

.03 These procedures do not supersede or revise the provisions and procedures 
contained in mobilization plans for the use of international telecommunication 
channels. 

Sec. 3. General procedure. .01 U. S. Federal Government agencies having 
need for the telecommunications facilities which fall into the above category 
for use in the event of an emergency shall present such requirements in peace- 
time to the Office of Civil and Defense Mobilization (OCDM) for coordination 
and inclusion in national mobilization plans; or to its successor emergency 
communications agency after its creation in an emergency. 

Sec. 4. Department of Defense. .01 The Department of Defense will assume 
the responsibility for reviewing and coordinating the method of satisfying and 
funding for all military requirements for channels of communications such as 
heretofore outlined, including military requirements for overseas bases, NATO, 
SEATO and other foreign countries. 

02 The Department of Defense will approve all such requirements prior to 
transmittal for consideration. 

Sec. 5. Department of State. .01 The Department of State will assume the 
responsibility of receiving, reviewing for completeness and appropriateness, 
including funding, any requirements other than military falling within the 
aforementioned categories and emanating from foreign countries. 

02 The Department of State will approve all such requirements prior to 
transmittal for consideration. 

Sec. 6. Others. .01 In an emergency those entities other than U. S. Federal 
Government Agencies, having need for the telecommunication facilities which 
fall into the above category shall present their requirements to the common 
carrier that would normally provide the service. 

02 The common carrier on whom the demand for service has been placed, 
will, in turn, refer the request to the Office of Civil and Defense Mobilization, 
or its successor emergency communications agency, via the Federal Communi- 
cations Commission, for consideration. 

Sec. 7. Office of Civil and Defense Mobilization. .01 The Office of Civil and 
Defense Mobilization, or its successor emergency communications agency, will 
assume the responsibility for coordinating, and integrating when practicable 
within national mobilization plans, requirements under the foregoing categories 
which are presented to it, making use of the knowledge, information and advice 
of the Federal Communications Commission in the process of satisfying re- 
quirements which have been presented, with due regard for the facilities which 
must remain under the control of the commercial companies and those which 
must be generally available to the public and the Government in the degree 
considered necessary. 
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ANNEX 3—PROCEDURES FOR OBTAINING DOMESTIC (COMMON CARRIER) TELECOM- 
MUNICATION SERVICE DURING, OR FOR USE DuRING, A NATIONAL EMERGENCY 


The principle which has been followed in establishing a procedure for the 
utilization of the Nation’s domestic telephone and telegraph services is that 
the common carrier (Bell System, Independents, Western Union) is the only 
entity physically capable of satisfying demands for nationwide service. Con- 
sequently, demands for domestic telecommunication service should always be 
made initially to the common carrier that normally provides the service. 

Based upon this principle, the Government, in cooperation with industry, has 
complete programs for the priority use of the Nation’s telephone and telegraph 
systems and for the priority resumption of intercity private line service when 
interrupted. These programs have been promulgated, are in voluntary use 
throughout the Nation today, and their application will be mandatory in a sit- 
uation under which the country is attacked. 

Secrion 1. Telephone calls and telegraph messages. .01 The Precedence Sys- 
tems for Public Correspondence telephone calls, TWX and telegraph messages 
essential to the national defense and security have been made available on a 
national basis in order that vital information may be transmitted throughout 
the country without delay during periods of extreme stress. 

.02 The degree of priority to be accorded such public correspondence is fur- 
nished to the supplier of service in accordance with the user’s interpretation 
of the degree of urgency. The user will be responsible in any post emergency 
review for the priorities which he has invoked. 

.03 The Precedence System for Public Correspondence Message Telephone and 
TWX Services Essential to the National Defense and Security is set forth in 
Attachment A. 

.04 The Precedence System for Public Correspondence Telegraph Messages 
Essential to the National Defense and Security is set for in Attachment B. 

Sec. 2. Resumption of Private Line Services. .01 The Priority System for the 
Resumption of Intercity Private Line Service provides for a procedure in which 
certification of a private line within a priority category is made by the user to 
the common carrier furnishing the service. Certifications, to be effective, must 
be made in advance and should be maintained in a currently corrected status. 
These certifications will form the basis upon which a determination may be 
made to govern the degree of priority under which service is to be restored. 

.02 The Priority System for the Resumption of Intercity Private Line Service 
is set forth in Attachment C. 

Sec. 3. New or additional telephone or private line service. .01 Requests for 
new or additional telecommunication service, including private line, TWX and 
telephone service should be submitted direct to the common carrier which nor- 
mally furnishes the service. 

.02 Demands which impinge upon the carrier’s ability to furnish essential 
service, because they would place a strain upon existing manpower, available 
equipment and other resources needed and consumed in the course of furnishing 
essential service, will be referred to the emergency communications agency for 
decision with a certified outline of necessity which will describe the applicant’s 
proposed use of the service requested. 

03 A Priority System for New or Additional Telephone or Private Line Serv- 
ice is under consideration. 


ATTACHMENT A—PRECEDENCE SYSTEM FOR PUBLIC CORRESPONDENCE MESSAGE 
TELEPHONE AND T.W.X. Services ESSENTIAL TO THE NATIONAL DEFENSE AND 
SECURITY ’ 


The Federal Communications Commission has prepared the following as its 
recommended plan for a system of communication precedences for public cor- 
respondence message telephone and T.W.X. services to be provided by all domestic 
and international telephone common carriers. 

I. Gradations of precedence to be provided, and precedence indicators therefor : 


A..Group Order of Precedence and Types of Telephone and T.W.X. Calls To 
Which Applicable 
Group: 1. 
Precedence indicator : “Priority 1 Emergency.” 
The precedence indicator “Priority 1 Emergency” shall be used only for calls 
which directly concern the matters described herein : 
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(1) Immediate dangers due to the presence of the enemy. 

(2) Intelligence reports on matters leading to enemy attack requiring im- 
mediate action. 

(3) Urgent calls to or from the United States Armed Forces and their Allies. 

(4) Proclamations of Civil Defense Emergency. 

Calls in this group shall be given precedence over all other calls. 

yroup: 2. 

Precedence indicator: “Priority 2 Emergency.” 

The precedence indicator “Priority 2 Emergency” shall be used only for calls 
which require immediate completion for the national defense and security, the 
successful conduct of war, or to safeguard life and property, other than those 
set forth in Group 1 above, and such indicator may be used for calls concerning 
the matters listed herein : 

(1) Initial reports of damage due to enemy action. 

(2) Civil defense activities immediately subsequent to and resulting from 
enemy attack. 

(3) Calls that require immediate completion to or from the United States 
Armed Forces and their Allies. 

(4) Natural disaster of extreme seriousness and widespread damage. 

Calls in this group shall be given precedence over all other calls except those in 
Group 1. 


Group Order of Precedence and Types of Telephone and T.W.X. Calls To 
Which Applicable 

Group: 3. 

Precedence indicator: “Priority 3 Emergency.” 

The precedence indicator “Priority 3 Emergency” shall be used only for calls 
which require prompt completion for national defense and security, the success- 
ful conduct of war or to safeguard life or property, which do not merit Group 1 
or Group 2 precedence, and such indicator may be used for calls concerning the 
matters listed herein : 

(1) Civil defense or the public health and safety. 

(2) Important governmental functions. 

(3) Supply and movement of food. 

(4) Maintenance of essential public services. 

(5) Production or procurement of essential materials and supplies. 

(6) Calls that require rapid completion to or from the United States Armed 
Forces and their Allies. 

Calls in this group shall be given precedence over all other calls, except those 
in Groups 1 and 2. 

B. Calls of the types listed in each group hereinabove shall have no precedence 
over other calls within the same group. Where necessary to obtain a circuit 
for the immediate completion of a telephone call having Priority 1 Emergency 
precedence, any telephone conversation in progress other than one having priority 
shall be interrupted. Upon specific request of the calling party, a conversation 
in progress at the called telephone station shall be interrupted to complete calls 
having Priority 1, Priority 2 and Priority 3 Emergency precedence. 

II. Persons authorized to use the precedence system. The precedence system 
shall be available for use by the President of the United States, the Vice Presi- 
dent, Cabinet Officers, members of the United States Congress, Federal, State 
and Municipal Governmental Departments and Agencies, essential war indus- 
tries, and services such as communications, transportation, power, public utili- 
ties, press associations, news media, health and sanitation services, the Ameri- 
can Red Cross Organization, and such other individuals and organizations as 
may be designated. 

The effectiveness of the system will depend upon whole-hearted cooperation 
on the part of persons authorized to employ it. Users should familiarize them- 
selves with the purposes to be served by the use of each precedence group and 
the types of calls which may be assigned the respective precedences. It must 
always be remembered that the entire system will operate successfully only if 
the use of the precedence indicators is limited strictly to the intended purposes. 
Each authorized user, therefore, should consider whether each call requires any 
special precedence and exercise care not to request a higher precedence than the 
circumstances require. 
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ATTACHMENT B—PRECEDENCE SYSTEM FOR PUBLIC CORRESPONDENCE TELEGRAPH 
MESSAGES ESSENTIAL TO THE NATIONAL DEFENSE AND SECURITY 


Pursuant to a request from the Director, Office of Defense Mobilization, the 
Federal Communications Commission has prepared the following as its recom- 
mended plan for a system of communication precedences for public correspond- 
ence telegraph messages to be provided by all domestic and international wire- 
line telegraph, cable and radiotelegraph common Carriers. 

I. Classes of service for which transmission precedence shall be provided : 

(1) Full rate domestic messages. 

(2) Full rate international, including outbound, inbound and transiting mes- 
sages. 

(3) Full rate messages between shore and ship. 

II. Gradations of precedence to be provided, and precedence indicators there- 
for: 


A. Group Order of Precedence and Types of Messages To Which Applicable 


Group: 1. 

Precedence indicator: “Emergency.” 

The precedence indicator “Emergency” shall be used only for messages which 
directly concern the matters listed herein : 

(1) Immediate dangers due to the presence of the enemy, including Civil and 
Military Air Defense Warning. 

(2) Intelligence reports on matters leading to enemy attack requiring im- 
mediate action. 

(3) Urgent messages to or from the United States Armed Forces and their 
Allies. 

(4) Proclamations of Civil Defense Emergency. 

Messages in this group shall be transmitted ahead of all other messages. 

Group: 2. 

Precedence indicator : “Immediate.” 

The precedence indicator “Immediate” shall be used only for messages which 
require immediate completion for national defense and security, the successful 
conduct of war, or to safeguard life or property, other than those set forth in 
Group 1 above, and such indicator may be used for messages concerning the 
matters listed herein : 

(1) Initial reports of damage due to enemy action. 

(2) Civil defense activities immediately subsequent to and resulting from 
enemy attack. 

(3) Messages that require immediate completion to or from the United States 
Armed Forces and their Allies. 

(4) Natural disaster of extreme seriousness and widespread damage. 
Messages in this group shall be transmitted ahead of all other massages, except 
those in Group 1. 


Group Order of Precedence and Types of Messages To Which Applicable 


Group: 3. 

Precedence indicator : “Rapid.” 

The precedence indicator “Rapid” shall be used only for messages which re- 
quire prompt completion for national defense and security, the successful con- 
duct of war or to safeguard life or property, which do not merit Group 1 or 
Group 2 precedence, and such indicator may be used for messages concerning 
the matters listed herein : 

(1) Civil defense or the public health and safety. 

(2) Important governmental functions. 

(3) Supply and movement of food. 

(4) Maintenance of essential public services. 

(5) Production or procurement of essential materials and supplies. 

(6) Messages that require rapid transmission to or from the United States 
Armed Forces and their Allies. 

Messages in this group shall be transmitted ahead of all other messages, except 
those in Groups 1 and 2. 

B. Messages in Groups 1 and 2 interrupt all messages of lower priority in 
transmission, that is, messages in Group 1 interrupt messages in Group 2 and 
lower groups: messages in Group 2 interrupt messages in Group 3 and lower 
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groups, but messages in Group 3 and lower groups do not interrupt other mes- 
sages in transmission. Messages of the types listed in each group shall have no 
precedence over other messages in the same group, but messages within the same 
group shall be transmitted in time order. 

C. The precedence indicators “Emergency,” “Immediate,” and “Rapid” shall be 
written in full by the authorized sender as the first word in the address on mes- 
sages at the time of filing. Such indicators shall be transmitted without abbrevia- 
tion. 

III. Persons authorized to use the precedence system. The precedence system 
shall be available for use by the President of the United States, the Vice Presi- 
dent, Cabinet Officers, members of the United States Congress, Federal, State and 
Municipal Governmental Departments and Agencies, essential war industries, 
and services such as communications, transportation, power, public utilities, press 
associations, news media, health and sanitation services, the American Red Cross 
Organization, and such other individuals and organizations as may be designated. 

The effectiveness of the system will depend upon a whole-hearted cooperation 
on the part of the persons authorized to employ it. Users should familiarize them- 
selves with the purposes to be served by the use of each precedence group and the 
types of messages which may be assigned the respective precedences. It must 
always be remembered that the entire system will operate successfully only if the 
use of the precedence indicators is limited strictly to the intended purposes. 
Each authorized user, therefor, should consider whether each message requires 
any special precedence and exercise care not to request a higher precedence than 
the circumstances require. 

ATTACHMENT C 


EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF DEFENSE MOBILIZATION 
Vashington 25, D.C. 
Priority System for the Resumption of Intercity Private Line Service 


JuLY 1, 1956. 

1. The precedence system set forth in this document provides for safeguards 
to assist in the prompt resumption of private line service essential to the national 
defense and security of the country when such services may have been 
interrupted. 

2. As used herein, the term “private line service’ means intercity service 
provided by U.S. common carriers engaged in domestic and/or international 
wire, radio and cable communications for the intercity communications pur- 
poses of customers, over integrated communications pathways, including facili- 
ties, local channels which are integral components of intercity private line serv- 
ices and station equipments, between specified locations for a continuous period 
or for regularly recurring periods at stated hours. The term “resumption” 
means the recommencement of private line services by patching, rerouting, 
substitution of component parts, or otherwise as determined by the common 
carrier involved. 

3. When interrupted, private line service shall be resumed by the common 
carriers in the following order of priority, insofar as practicable: 


Priority I 


The Priority I classification shall be afforded only to those private line serv- 
ices which are used to transmit and/or receive communications which are vital 
to the Nation under the following categories : 

Immediate dangers due to the presence of the enemy, including civil and 
military air defense warning. 

b. Intelligence reports on matter leading to enemy, attack requiring im- 
mediate action. 

ec. “Flash,” “Emergency” and “Operational Immediate” communications to or 
from the United States Armed Forces. 

d. Urgent communications of or in support of the U.S. Armed Forces and their 
Allies, and/or with U.S. diplomatic missions abroad. 
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e. Proclamation of Civil Defense Emergency. 


Private line service within this classification shall receive precedence of resump- 
tion over all other private line service, applying the principles described in 
paragraph 4. 

Priority II 


The Priority II classification shall be afforded only to those private line 
services which are used to transmit and/or receive communications which are 
vital to the nation under the following categories : 

a. Initial reports of damage due to enemy action. 

b. Civil defense activities immediately subsequent to and resulting from 
enemy action. 

ce. “Priority” communications to or from the United States Armed Forces. 

d. High precedence U.S. Government communication with foreign Govern- 
ments and U.S. Diplomatic missions abroad. 

e. Natural disaster or extreme seriousness. 


Private line service within this classification shall receive precedence of re- 
sumption over all other private line service except those listed under Priority 
I, applying the principles described in paragraph 4. 


Priority III 


The Priority III classification shall be afforded only to those private line 
services which are used to transmit and/or receive communications which are 
vital to the nation under the following categories : 

a. Civil defense or the public health and safety. 

b. Important governmental functions. 

c. Maintenance of essential public services. 

d. Communications concerning production, procurement and distribution of 
food, essential materials and supplies which require rapid completion of 
transmission. 

e. Communications to or from United States Armed Forces which require 
rapid completion of transmission. 

f. Official U.S. Government communications with foreign Governments and 
U.S. diplomatic missions abroad which require rapid completion of transmission. 


Private line service within this classification shall receive procedence of re 
sumption over all other private line service except those listed under Priorities 
I and II, applying the principles described in paragraph 4. 

4. The order of listing of lettered items under each priority classification does 
not indicate or imply differences in priority treatment within a given classifi- 
cation. When necessary, in order to resume a service having a given priority 
classification, services having lower priority classifications will be interrupted 
in the reverse order of priority starting with non-priority services. It is recog- 
nized that, as a practical matter, in providing for the resumption of a priority 
service or services operating within a multiple circuit type of facility (such as a 
earrier band, cable or multiplex system), lower priority of non-priority services 
on parallel channels within the band or system may enjoy resumption as well. 
Reactivation of such lower priority or non-priority services resulting therefrom 
shall not, however, interfere with the expeditious resumption of priority service. 
It is further recognized that operational circuits are needed by common carriers 
during the process of circuit reactivation and for maintenance purposes. Such 
circuits have precedence in resumption over all other circuits and are exempt 
from interruption for the purpose of resuming priority service. 

5. The priorities outlined herein are available for the private line services 
of Federal, state and municipal governmental agencies, essential industries and 
services and such other private line customers as can meet the criteria set forth 
in paragraph 3 above. 

6. Foreign governments desiring to obtain priority of resumption for their 
private line services which terminate in the United States should submit requests 
therefor to the U. S. Department of State. 

7. It will be the responsibility of private line customers to determine which, 
if any, of their private line services are sufficiently critical to qualify for priority 
under the terms of Priority Classifications I, II or III set forth in paragraph 3, 
and to certify to the common carriers the priority classifications to be accorded 
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the services so determined. Private line services which are in operation on the 
date hereof should be certified by customers within 120 days. Services placed 
in operation subsequent to the issuance of this system should be certified within 
120 days of the initial service date. 

8. Each customer, in requesting priority of resumption under this system, 
will assume an obligation thereafter to make periodic appraisals of the criticality 
of the private line service involved and also to make appraisals at the time of 
any change in the nature or use of the service, and to notify the common carrier 
promptly of any appropriate reclassifications. The effectiveness of this system 
will depend upon the whole-hearted cooperation on the part of the customers 
authorized to employ it. Customers should therefore familiarize themselves 
with the purposes to be served by the system and the importance of services which 
may be assigned the respective priorities. It must always be remembered that 
the system will operate successfully only if its use is limited strictly to the 
intended purpose. Before submitting each certification, each customer should 
consider carefully whether the service involved requires any priority of resump- 
tion and exercise care not to certify a higher priority than the circumstances 
require. 

9. Common carriers will accord resumption priorities to private line services 
of agencies of Federal, state or municipal governments only upon receipt of 
written certification by the head of such an agency or his designee. Similarly, 
common carriers will accord resumption priorities to private companies or organi- 
zations only upon receipt of written certification by a principal officer of the 
company or organization. 

10. In the application of the foregoing principles the fact is recognized that 
it may be necessary to supplement the foregoing with overriding decisions made 
at the national level. These decisions would take into account the advance 
certifications for priority of resumption outlined herein. 


[F.R. Doc. 58-9538 ; Filed, Nov, 19, 1958; 8 :45 a.m.] 
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